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Foreword
The accounting profession is facing many challenges and
opportunities in the 21st century. For more than 100 years of
serving the capital markets, trust and knowledge have been
the guiding principles of the profession. While information
technology (IT) has introduced enormous complexity to the
business environment and significantly increased the speed
of business processes, it has also increased expectations
among investors and creditors for more timely business
reports to help with decision making. The existing financial
reporting system needs to catch up and live up to new
expectations.
Overall, reporting that provides real-time reporting
of business information may have a significant value to
business information customers but it can be a burden
to traditional accounting systems. For example, revenue
recognition in an e-commerce transaction relies heavily on
information technology because the ownership of goods
and services are transferred, recorded, and reported in a
fraction of a second. As a result, matching revenues with
related expenses for a period, which is essential for proper
recording and reporting of transactions, presents challenges
to the accounting system.
The 21st century will be filled with surprises and
innovations in measuring, recording, and reporting of
business activities, that respond to the needs of a variety
of business information customers. Information communication technologies such as eXtensible Business Reporting
Language (XBRL) can play a major role in delivery of timely
business information and respond to the needs of various
entities or professionals who produce and use business
information. In time, there will be a grater demand for
assurance services on such business information. When
business reporting and assurances on business information
approach real-time on the Internet, there will be a need for
added security, privacy, and authentication schemes of the
information communication technology to establish trust in
global business information markets.

The speed of Internet and emerging information
technologies most likely will not impact elements of the
accounting equation: assets = liabilities + owners’ equity
(revenues – expenses). More frequent reporting of these
elements, however, will be dependent on the information
communication technology innovations. Reporting that
approaches real time reporting may also break the existing
periodicity barrier in the accounting world, potentially
making quarterly and annual reporting less desirable for
timely decision-making purposes. It took the accounting
profession and the Security and Exchange Commission
(SEC) a few years to finally supplement the annual financial
statements report with more frequent reports called
quarterly reports because the literature suggested that
quarterly financial statements have information content that
is useful for capital markets efficiency. When business
reporting that approaches real-time reporting becomes a
reality, investors, creditors, and regulators will expect the
accounting profession to extend its current services to
include more frequent assurances on vital business
information in the capital markets.
Overall, the accounting profession has a long and
successful history of providing accounting and auditing
services that have contributed to the enormous size and
intensity of the today’s capital markets. In the 21st century,
advances in information technology will cause public
expectation for more frequent (continuous) business
reporting, and when the demand is there, the accounting
profession will be expected to provide more frequent
(continuous) assurance services on such reports. Also,
various levels of assurances as well as assurances on certain
accounts or data level will be demanded in the future.
Articles in this monograph feature the new opportunities
in business information reporting and assurances, and the
role of the information communication technology solutions
such as XBRL. Each paper was peer reviewed by two external
reviewers. I would like to thank authors and all anonymous
reviewers. My special thanks and appreciation to PricewaterhouseCoopers LLP, for making this monograph possible by
their financial support. Finally, I am indebted to Eric E.
Cohen and Mike Willis, who introduced me to XBRL,
for their support and dedication to the profession and
accounting education.
Saeed J. Roohani
Bryant College
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XML, XBRL, and the Future of Business and Business Reporting
Ron Weber
The University of Queensland
The eXtensible Markup Language (XML) is a language
that defines a set of codes or tags that can be attached to text
to define the meaning of the text. XBRL is a variant of
XML specifically, designed to provide the semantics of text
associated with business reporting. Both are designed to
help achieve the goal of interoperability. In other words, one
organization should be able to exchange data and use the
information system services provided by another organization independent of the technology platforms that both use.
Potentially, XML and XBRL will have a major impact
on the way businesses operate and the way reporting is
undertaken in future. I am delighted, therefore, to see the
publication of this monograph in which some colleagues
address the impact of XML and XBRL on business. While
they address the potential general impact of XML and XBRL
on business, the monograph has a particular focus on the
consequences of XML and XBRL for business reporting.
Given the prominence of business reporting within many
national economies and the global economy overall, this
monograph is timely and important. It lays a valuable foundation for us to better understand the ways in which business reporting is likely to evolve and the issues we need to
address if the adoption of these technologies is to be costeffective.
In this brief introduction to this monograph, I hope
to whet the readers’ appetite for the feast that follows.
Specifically, I wish to offer some brief reflections on how
I believe XML and XBRL might impact four major stakeholders (Figure 1): businesses, investors, regulators, and
researchers. The remaining papers in this book tease out
these reflections in more detail.
FIGURE 1: XML, XBRL, AND MAJOR STAKEHOLDERS
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Potential Impact of XML and XBRL on
Businesses
Much of the excitement surrounding XML originates
from the idea that businesses will be able to capture the
benefits that arise from specialization in the provision of
information systems services. To take a simple example,
assume that we need a computer-based, shop-floor control
system if our business is to compete effectively in the
marketplace. At present, the most-likely solution we would
adopt is to either develop our own system or purchase (and
perhaps adapt) packaged software such as an enterprise
resource planning (ERP) system. In an XML environment,
however, the notion is that we would capture data about
our shop floor and transmit it in XML format to a service
provider to obtain the processing and reporting functionality we require. In short, we would outsource many of the
information systems functions that previously we would
have performed in house. As the argument goes, the service
providers would reap the gains from economies of specialization, scale, and scope. Businesses would capture some
of these benefits through competition among the service
providers.
My own view is that XML is taking us down a familiar
track – namely, the outsourcing track. Given the increasing
complexity of the information systems and reporting activities that businesses now must undertake, it is easy to see that
XML offers some attractive possibilities for many managers.
We know from sometimes-bitter experience, however,
that outsourcing of information systems activities is fraught
with problems. If a business decides to use XML essentially
to outsource its information systems processing and reporting activities, it ought to carefully consider the following
sorts of questions:
1. How integral are the processing and reporting
capabilities to the core competencies of the business?
Will use of XML to outsource these activities to a
service provider fundamentally undermine these core
competencies of the business over time?
2. What will happen if the particular service market on
which the business relies ends up as an oligopoly or
monopoly? Will a “hold-up” situation arise in which
the service provider can extract “rents” from the
business?
XML, XBRL, AND THE FUTURE OF BUSINESS AND BUSINESS REPORTING
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3. Can the business place reliance on the service
provider’s system of internal control? What implications will reliance on the service provider have on
the conduct of the business’s audit?
4. As more businesses place reliance on the service
provider, will the service provider increasingly
become a target for attack by malicious parties? For
instance, will hackers attempt to perpetrate denial
of-service attacks with a view to blackmail the service
provider or impact the share price of the service
provider or the businesses that rely on the service
provider?
Besides the outsourcing possibilities that XML offers,
some businesses may be attracted to it because of the
flexibility it provides. For example, mergers and acquisitions
should be easier to effect if the businesses involved operate
in an XML environment. Some problems that arose previously during attempts to integrate disparate information
technology platforms should be mitigated. Similarly, internal
reorganizations are likely to be easier to effect because they
are less constrained by incompatible information technology
platforms. On the other hand, businesses that operate in
an XML environment become more amenable to takeover.
They have fewer barriers in place to prevent a takeover.
Relative to XML, my view (at least for the moment) is
that the effects of XBRL on business will be somewhat more
muted. Recall, XBRL is intended to provide a standardized
language to facilitate business reporting. For large businesses
that cross business-reporting jurisdictions, advantages ought
to accrue because disparate business reporting procedures
are easier to integrate. The existence of XBRL is also clearly
motivating regulators in different business-reporting
jurisdictions to seek standardization of the ways in which
they ask businesses to report. For smaller businesses that
operate within a single business-reporting jurisdiction, however, the advantages of using XBRL at this time are not clear.
In the short run, all businesses are likely to incur higher
costs as they add XBRL capabilities to their existing information systems to enable them to comply with regulations
that require them to report in XBRL format. In this regard,
a number of software vendors are now seeking to reduce the
adaptation costs that their customers will incur by making
their packages XBRL-compliant. This move is occurring
among vendors of software meant to support large-sized
businesses as well as among vendors of software meant to
support small- to medium-sized businesses. The existence
of XBRL is also likely to motivate regulators and investors
to place increased pressure on businesses to provide
continuous reporting of their financial position. At least
4

in the short run, responding to this pressure is likely to result
in businesses incurring higher costs.
In the longer run, perhaps XBRL will reduce the costs
of (a) compliance with reporting regulations and (b) dataquality assurance services (e.g., audits). As reporting and
data-quality assurance processes become standardized,
economies of scale and scope will accrue. In the longer run,
also, perhaps XBRL will enable businesses to communicate
more effectively with financial markets, thereby reducing
their cost of capital.
Both XML and XBRL facilitate the operations of business
intermediaries. For example, consider a business that
operates a Web site that enables hotels to sell rooms that
otherwise would be unoccupied. As a particular date gets
closer and a room remains unoccupied, a hotel offers
increasing discounts on the room. Customers using the
Web site can take advantage of the discount offered. The
Web site provider charges a small fee on each transaction.
The Web site provider has to capture information
continuously from many hotels on the availability and
price of hotel rooms. It must interact with many disparate
information technology platforms. At the same time, it must
continuously provide information on purchases of rooms
by customers using the Web site and reports that enable
transaction settlement between the Web site provider and
the hotels to be affected. The hotels might also demand
reports that enable them to evaluate the value of their
business relationship with the Web site provider. To the
extent exchanges of information can occur within an XML
and XBRL environment, costs are minimized. Initially, it
was predicted that the Web and the Internet would lead to
disintermediation – that is, customers and suppliers would
interact directly with each other rather than via an intermediary. There is already evidence to show, however, that
intermediaries still have a place within a Web and Internet
environment (e.g., the existence and success of Web-based
auction providers). XML and XBRL may facilitate the
reemergence of intermediaries as important actors within
some types of markets.
The more general problem facing businesses is the kind
of business model they should choose as the basis for their
operations in an XML and XBRL environment. For
example, are we likely to see a growth in direct-to-consumer
e-business models because XML and XBRL facilitate
interoperability between information technology platforms
of a business and its consumers? Alternatively, are we likely
to see e-business models that rely on intermediation begin
to dominate because intermediaries can focus more on
bringing sellers and buyers together and less on the

difficulties associated with lack of interoperability across
information technology platforms? For the moment, the
types of business models that are likely to emerge as most
cost-effective are somewhat unclear. For managers, however,
continually discerning which business models are likely to be
most appropriate for their businesses and positioning their
businesses to be able to implement these business models are
imperatives. Otherwise, the profitability of their businesses
might be undermined severely and quickly. Their businesses
might also become the focus of a hostile takeover bid.

Potential Impact of XML and XBRL on
Investors
I suspect that investors will view XML and XBRL like any
other innovation. To the extent XML and XBRL are expected
to be value-increasing innovations in a business, investors
will mark the business’s share price upwards. For instance,
investors will have a positive view of XML and XBRL if they
perceive that use of these markup languages will enable the
business to operate more efficiently or better leverage its core
capabilities. To the extent XML and XBRL are expected to
be value-decreasing innovations in a business, however,
investors will mark the business’s share price downwards.
For instance, investors will have a negative view of XML
and XBRL if they perceive that use of these markup
languages will lead to a loss of core competencies by a
business over time.
Because XML and XBRL are important innovations,
investors need to understand the nature and possible
implications of these markup languages for the businesses
in which they invest. On the one hand, XML and XBRL may
create markets and opportunities that previously did not
exist. On the other hand, XML and XBRL create more
complex and dynamic business environments, which are
often the downfall of uninformed or unwary investors. Like
managers, investors must be able to predict the impact that
XML and XBRL will have on business models. Moreover,
investors need to evaluate carefully how well businesses
have assimilated the business models that are best suited to
an XML and XBRL environment into their own operations.
Otherwise, they may make poor investment decisions.
Potentially XML and XBRL will lay the foundation for
conflicts between investors and businesses. Increasingly,
investors (especially institutional investors) are demanding
greater amounts of timely, high-quality information from
businesses. Given the technology that is now available,
some investors argue that businesses should report
continuously on their operations. XML and XBRL facilitate
such reporting. By enabling capture, integration, processing,

and reporting of disparate information in common formats.
Nonetheless, many businesses are reluctant to report on a
continuous basis. Managers argue that they must be able to
control the nature and timing of reporting, at least to some
extent. Otherwise, competitors may acquire important information that will disadvantage their businesses. Investors also
may make inappropriate decisions because they lack full
knowledge of the context in which the businesses are
operating.
On the basis of prior research, we also know that managers seek to manage the flow of information about their
firms for their own, as well as their firms’ advantage. As XML
and XBRL reduce barriers to continuous reporting by businesses, therefore, presumably some type of equilibrium will
emerge. The demands of investors will be balanced against
the demands of businesses. Of course, regulators will also
have their say on what constitutes an appropriate equilibrium
reporting position.

Potential Impact of XML and XBRL on
Regulators
In many countries, regulators concerned with business
reporting have already shown a keen interest in XBRL.
Many are participating in the development of XBRL and
the dissemination of knowledge about XBRL.
For regulators, XBRL offers at least two major benefits.
First, it reduces the costs associated with their obtaining and
assimilating information from businesses. Regulators are not
forced to reenter information or expend resources on dealing
with the problems that arise as a result of incompatibilities
between their own information technology platforms and
those of the businesses that fall within their jurisdiction.
Second, the existence of XBRL allows them to argue more
strongly for the standardization and harmonization of international business reporting standards. Use of XBRL mitigates some of the costs that businesses would otherwise
incur in complying with such standards. Thus, any arguments made by businesses against proposed standards on
the basis of the costs of compliance are undermined.
Relative to XBRL, my perceptions are that regulators are
less interested in XML, except to the extent that XBRL is a
variant of XML and thus must conform to XML standards.
This situation might change, however, if greater use of XML
leads to the emergence of service providers that specialize in
providing systems that will allow businesses to comply more
easily with local and international reporting standards. Such
service providers have an incentive to see regulators extend
and enforce business reporting standards. Regulators also
might prefer dealing with a smaller group of stakeholders
XML, XBRL, AND THE FUTURE OF BUSINESS AND BUSINESS REPORTING
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whose interests are more aligned with their own. Moreover,
regulators can also argue that businesses can reduce the costs
of complying with business reporting standards simply by
using the service provider to prepare their reports.
Regulators are likely to be interested in the potential
improvements in data quality and assurance services that
arise in an environment where XML and XBRL are used.
Presumably, over the long run, only the most cost-effective
service providers will survive in the marketplace. To the
extent businesses use these service providers for their
information processing and business reporting, higherquality data and reports should result. XML also facilitates
the emergence of specialist service providers in the areas of
assurance and audit. Businesses can transmit their data to
these service providers to have its quality assessed. XBRL,
in turn, allows business reports to be tagged to indicate what
elements have been subjected to assurance services (e.g., by
an auditor). Links might also be established to files containing the evidence associated with particular assurance tags.

Potential Impact of XML and XBRL on
Researchers
Much accounting and finance research now relies on the
existence of large databases of financial information. The
development and maintenance of these databases is often
costly because of incompatibilities between data formats and
information technology platforms. As a result, data is often
incomplete, inaccurate, and out of date. Some data also
cannot be accessed and processed in cost-effective ways
(e.g., free-form text in annual reports).
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XBRL ought to enable the construction of moreextensive, higher-quality, less-costly databases of financial
information. For instance, as indicated above, data-quality
assurance activities should be easier to undertake, and
disparate data and text should be easier to integrate. In
addition, the existence of XML might lead to the emergence
of service providers that mine and undertake experiments
using this information at the behest of customers who are
researchers. As specialists, these service providers might be
less prone to errors in the conduct of experiments and
better able to exercise control over the quality of data used
in experiments. Overall, XBRL and XML should facilitate
the conduct of research, which hopefully will lead in due
course to more efficient operations in financial markets.

A Few Conclusions
In my brief comments above, I hope that I have given
some sense of the potential impact that XML and XBRL
will have on the way businesses might operate and report,
and the ways that trust and assurance services might evolve.
The papers that follow delve more deeply into the issues I
have raised. They also canvas other issues that I have not
addressed. All highlight the rich array of opportunities that
now confront us as practitioners and researchers. All also
highlight some pitfalls we should seek to avoid. I commend
the papers to you for your careful reading.
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Abstract
With today’s dynamic business environment there are
increasing calls for more frequent financial reporting to
ensure investors, bankers, and other users have access to
timely information to make informed decisions. Further, recent
advances in information and communication technology (ICT)
infrastructures such as enterprise-wide systems, wide-area,
high-bandwidth networks and XBRL (eXtensible Business
Reporting Language) make it feasible to do so. Nonetheless,
we have yet to see a groundswell of firms voluntarily providing
more frequent monthly, daily, or continuous financial disclosures, raising the obvious question of “why?”. In this paper, we
review factors affecting the supply and demand for continuous
reporting (CR) and identify issues that promote or inhibit
the implementation of CR. Accordingly, we consider the
information economics perspective, the effect of CR on
companies’ abilities to manage earnings, potential costs of
disclosing firm proprietary information, the likely effects of
CR on capital market behavior, litigation exposure, and related
considerations associated with continuous assurance.

I. Introduction
The objectives of this article are to examine supply and
demand factors associated with continuous reporting (CR)
and to identify issues that might promote or inhibit the
implementation of CR. With respect to the time it takes
to process and report economic events, definitions of CR
range from nanoseconds to months. Regardless of where
CR eventually falls along this spectrum, one outcome
seems inevitable. If the accounting profession does not take
proactive steps aimed at increasing the timeliness of business
reporting, decision makers will search elsewhere for relevant
information. Recent advances in information and communication technology (ICT) infrastructures provide the means
to meet the ever-increasing demand for more rapid processing and reporting of economic events, thereby diminishing
or at least constraining the value of the profession to
information consumers.
Technology is no longer the binding constraint of CR
implementation, as recent advances in information and
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communication technology (ICT) infrastructures provide
the means to meet the ever-increasing demand for more
rapid processing and reporting of economic events. For
example, continuous delivery of customized and standardized external reporting is now possible through enterprisewide systems, wide-area, high-bandwidth networks, and
XML (eXtensible Mark-up Language). In particular, XML
and its accounting offspring XBRL (eXtensible Business
Reporting Language) facilitate drill down, multiple rendition, and data exchange reporting. Unlike Hypertext
Mark-up Language (HTML), which merely defines data
presentation, XBRL offers a richer form of communication
by ascribing semantic meaning to data via tags and overarching taxonomies (Hoffman and Strand 2001).
Demand pressures and technological developments have
led the FASB (2000) and the SEC (2000a) to recognize the
need for and inevitability of CR. If CR is technologically
feasible, why are most firms still publishing quarterly financial statements rather than disseminating more frequent compilations? The following sections explore factors that provide
incentives to either provide or not provide more continuous
reporting, such as consideration of an information economics
perspective, flexibility to manage earnings, and potential
costs of disclosing firm proprietary information.

II. Information For Economics
Information economics provides a normative framework
for considering the value of alternative information systems
(Demski 1980; Demski and Feltham 1976; Feltham 1972).
CR involves a fundamental change in the current information system, as it demands quicker processing of economic
events and timelier reporting of business results. Information economics indicates that the evaluation of alternative
information systems entails an economic, cost-benefit, tradeoff decision. Information holds the intrinsic potential value
of allowing individuals to revise their beliefs about the likelihood of events and states of nature, and then to take appropriate actions that will maximize expected utilities (payoffs).
The overriding issue is whether the incremental benefits of a
proposed information system exceed the incremental costs.
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Incremental Benefits of CR
One of the specific information attributes considered
under the information economics framework is timeliness,
which in the context of CR involves the reporting interval
(the frequency of reporting periods) and publication delay
(the time to compile and distribute the information at the
end of a reporting period). If the interval of financial reporting is relatively long, there are likely to be events occurring
during the period of which investors are not aware. The
extent to which this happens depends on the rate of change
in the environment, which is very fast-paced in today’s
highly dynamic marketplace. Thus, without current
information, investors are unable to revise their belief
states and take appropriate actions on a timely basis.
As a result, long reporting periods and lengthy publication delays can lead to significant changes in stock prices
and portfolio mixes once information is released. Further,
high uncertainty between reporting periods can result in
significant information risk, for which investors are likely
to compensate by demanding higher, stock-price premiums
and cost of capital for the firm (Botosan 1997). Finally,
lengthy delays between reporting periods increase the risk
that individuals will seek insider information, as pressure for
insiders to “whisper in the ears” of select parties (i.e., insider
tipping) increases with longer reporting periods (SEC 2000).
These factors reflect the primary reasons why the
financial reporting interval was shortened from an annual
to a quarterly basis in the first place. The same arguments
and expectations logically follow to even shorter reporting
intervals, thereby suggesting that CR is likely to lead to better
investor decisions, less market price volatility, and a lower
cost of capital.
Financial reports are also relied on for internal decisionmaking. Hence, longer reporting intervals, for the reasons
cited above, can sub-optimize managers’ decisions if they
do not fully incorporate contemporaneous changes in
economic conditions on a timely basis. The timeliness of
internal processing and reporting has accelerated considerably in recent years, particularly due to the advent of
complex enterprise-wide information systems such as
Enterprise Resource Planning (ERP) systems. Nevertheless,
it is important to keep in mind that the development of
an Information and Communication Technology (ICT)
infrastructure capable of supporting CR can benefit both
external and internal information consumers.
It is difficult to place a precise number on the expected
benefits of implementing CR, as there are many potential
recipients and myriad ways to estimate benefits. Evidence
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of this value is provided by Rezaee and Hoffman (2001), who
find that more than 80 percent of the public companies they
sampled already voluntarily provide some type of financial
disclosure on the Internet, indicating that firms perceive
‘value’ in providing more timely information to external
stakeholders. Thus, there are indications that the potential
benefit of offering CR to internal and external information
consumers is in the positive category. We next consider the
cost side of the equation.

Incremental Costs of CR
As stated earlier, for an alternative information system
to be adopted, incremental benefits must exceed incremental
costs. Once a firm fully implements an integrated enterprisewide information system, it is already capable of capturing
and processing financial and non-financial information in
‘near’ real-time; therefore, such firms need only to develop
a method of rapid reporting to the public. Conversely, if a
firm operates a patchwork of disparate applications that do
not (easily) communicate with each other (often referred to
as legacy systems), there can be considerable time lags, time
between information capturing, processing, and disseminating
(internally and externally). Hence, the incremental cost of
developing an ICT infrastructure capable of handling CR
can range from minimal to extensive.
Once the infrastructure is in place and operating efficiently, costs associated with publishing (or pushing) firm
information on the Internet are fairly negligible, particularly
with the advent of XBRL and ‘push’ technology. In fact, the
whole reporting process can be reliably automated, thereby
requiring little human intervention. Costs associated with
allowing stakeholders to interrogate or ‘pull’ information
from the company database (with appropriate permissions
and restrictions) can be higher, yet not prohibitive. Hence,
if a firm’s ICT infrastructure is already in place, the incremental cost of CR remains quite low.
On the other hand, CR costs can be very high for
firms with fragile and under-developed infrastructures.
As depicted in Figure 1, the break-even point for firms with
high-complexity ICT infrastructures is at a higher reporting
frequency than firms that currently have low-complexity
infrastructures. Over time, however, increasing demand
for CR coupled with low-cost, powerful ICT may thrust
reporting frequencies for all firms ever closer to real-time.
Economic feasibility reflects one reason why CR is not more
prevalent in the marketplace. The next section discusses
another possible reason – the impact of CR on earnings
management attempts.

FIGURE 1
Incremental Benefits and Costs of Continuous Reporting For Firms
with Initial Low-Complexity or High-Complexity Information and
Communication Technology (ICT) Infrastructures

Hi

Incremental ICT
Cost of CR to
Firms with a
Low-complexity
ICT Infrastructure

Incremental
Benefit of CR

$
Incremental ICT
Cost of CR to Firms
with a HighComplexity ICT
Infrastructure

Lo
Quarterly

Real-Time

(Relative compression of continuous reporting time)
= Breakeven Points

Notice that the break-even point with respect to reporting frequency
for firms with initial low-complexity ICT infrastructures is less than
firms with initial high-complexity infrastructures. Of course, over a
long time horizon, the break-even point will eventually move to
higher reporting frequencies for initial low-complexity firms as they
absorb the cost of higher complexity infrastructures.

III. Quality Earnings
Quality of earnings is central to both the reliability
and relevance of external financial reporting. Research
evidence on stock-market reaction to earnings announcements indicates that investors consider earnings to be more
informative and value-relevant than cash flows, and they
prefer a smooth-time series of increasing income (Healy and
Wahlen 1999). Accordingly, some firms manage earnings to
correspond with investors’ preferences (Burgstahler and
Dichov 1997; Degeorge, Patel, and Zeckhauser 1999).
Additionally, since the capital markets reward companies
that meet or beat analysts’ expectations, some firms routinely
manage earnings to match such expectations (Brown 2002;
Nelson, Elliott, and Tarpley 2002). The SEC, charged with
overseeing the reliability of financial reporting, recognizes
the pressures placed on public companies to satisfy investors’
and analysts’ expectations and frequently warns firms not
to succumb (SEC 2000b).
The issue of earnings management is at the heart of the
concept known as ‘quality of earnings.’ That is, earnings are
deemed to be of high quality if they faithfully represent the
underlying economic activity for the reporting period. To
the extent that firms manage reported earnings away from
fair and truthful representation of economic reality, quality
of earnings is compromised. To assess the potential impact
of continuous reporting and related assurance on quality of

earnings, we need to understand how and why firms manage
earnings.
Earnings management refers to the selection of
accounting estimates, accruals, disclosures, and choices that
bias reporting and, thus, do not accurately reflect underlying
economic activity (Healy and Wahlen 1999). Because such
issues involve human judgment, opportunities to manage
earnings arise. For instance, estimates include the selection
of asset lives and salvage values, obligations for pension and
post-retirement benefits, and determination of bad-debt
losses. Accruals can facilitate earnings management through
the choice of inventory levels and timing of inventory shipments. Disclosures include judgments such as recognition
of potential liabilities and R&D expenditures. Examples of
accounting choices include the selection of inventory (LIFO,
FIFO, weighted average) and depreciation (straight-line or
accelerated) methods. Discretionary accounting judgments
can, thus, be used to align reported earnings with investor
and analyst expectations, thereby misrepresenting the true
underlying economic picture.
Earnings management may not, however, go unnoticed
or unpunished, as some evidence shows that the market
reacts negatively when earnings management is detected
or alleged. For instance, firms that were criticized in the
financial press for misleading financial reporting practices
suffered an average drop in stock price of 8 percent on publication date (Foster 1979). Dechow et al. (1996) reported that
firms targeted by the SEC for allegedly managing earnings
experienced an average stock price decline of 9 percent when
the probe was announced. Despite the threat of sanctions,
why does the practice of earnings management continue
to persist?
Research in the area of compensation contracts suggests
that some managers liberally apply discretionary accounting
judgments to increase earnings-based bonus awards
(Guidry et al. 1999). Further incentives to manage earnings
are rooted in valuation-based awards; that is, to the extent
that bonuses are tied to stock price valuations, managers
are more likely to manage earnings when they anticipate
reporting an earnings loss, earnings decline, or expectations
disappointment (Burgstahler and Dichev 1997; Degeorge
et al. 1999). This is particularly important to upper-level
managers because positive investor reaction to reported
earnings is often associated with higher CEO cash compensation and a lower probability of CEO dismissal (Murphy
and Zimmerman 1993; Coughlin and Schmidt 1985).
Thus, as long as managements’ compensation contracts
are tied to improvements in reported earnings and stock
price valuations, earnings management attempts and
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practices are likely to continue. Since extant earnings
management strategies have evolved within the context of
traditional periodic financial reporting, how might CR
change the nature and extent of such practices?

self-interests begin to overwhelm the incremental benefits
provided to external users. A related CR factor potentially
impacting quality of earnings is continuous assurances from
independent parties.

Continuous Reporting and Earnings
Management

FIGURE 2
Incremental Cost of Continuous Reporting Associated With
Restrictions on Management’s Ability to Manage Earnings

Investors and analysts are placing less emphasis on
traditional financial statements because such reports are
not issued in a timely enough fashion to impact current
decisions and do not include many non-financial value
drivers; hence, there is growing evidence of a market
demand for more continuous reporting coupled with more
meaningful disclosure of non-financial information (Elliott
and Pallais 1997). Regarding reporting frequencies, opposing
tension may come from management if they deem that timelier reporting will hinder their ability to manage earnings.
Limited empirical evidence suggests that earnings
management practices, which were initially considered to
be a year-end phenomenon, exist on an interim basis. For
instance, there is some indication that managers use working
capital accruals at interim reporting periods to smooth
earnings and exceed analysts’ forecasts (Defond and Park
2002). Further, auditors claim to have been enlisted by
clients throughout the year to help structure transactions
to ensure Generally Accepted Accounting Principles
(GAAP) compliance yet achieves desired earnings targets,
thus suggesting that earnings management attempts occur
frequently (Nelson, Elliott, and Tarpley 2002). Hence, while
there is some evidence of continual earnings management
throughout the year, at least on an interim reporting basis,
questions remain with respect to how readily management
will embrace continuous financial reporting, even though
recent technological advances are quickly rendering traditional reporting periods and formats obsolete. Resistance
in this regard centers on the extent to which management
perceives CR will significantly reduce their ability to engage
in discretionary earnings management activities.
If managers fear that CR will severely restrict earnings
management opportunities by making it too difficult to
switch accounting estimates, accruals, disclosures, and
choices from transaction-to-transaction without immediate
detection, their desire to voluntarily offer more frequent
reporting might be dampened. As illustrated in Figure 2,
there exists a theoretical inflection point somewhere along
the time continuum where management’s desire to implement continuous reporting drops precipitously. The upward
inflection point on the cost curve occurs where the perceived
incremental costs associated with the loss of managers’
10

Hi

Incremental
Self-Interest
Cost Associated
With Management’s
Restricted Ability to
Manage Earnings

Incremental
Benefit of CR

$

Lo
Quarterly

Real-Time

(Relative compression of continuous reporting time)
= Breakeven Point

Continuous Assurance and Earnings
Management
Both the SEC and Public Oversight Board (POB) have
voiced concerns that assurers might knowingly enable
their clients to manage earnings (SEC 2000c; POB 2000).
As mentioned above, clients often ask auditors to help
structure accounting transactions such that GAAP
compliance and earning targets are simultaneously achieved
(Nelson, Elliott, and Tarpley 2002). The issue here is not
whether continuous assurance will eventually accompany
continuous reporting; rather, we are interested in the extent
to which continuous assurance might impact the quality of
earnings. To answer this question, we should first articulate
the notion of continuous assurance.
Propelled by continuing changes in technology, the
auditing function is likely to change from the traditional
annual financial statement opinion to an ongoing integrated
set of assurance services. Some assurances will be mandated
by statute, and others will be made available on a demand
basis (Vasarhelyi 2002). For instance, continuous assurance
might someday be provided on 1) the authenticity, integrity,
and non-repudiation of electronic commerce transactions,
2) internal controls over electronic commerce systems,
3) Web site security, 4) specific financial information,
5) marketing intelligence, and 6) internet privacy, as well
as GAAP-based financial statements. Hence, the emerging
continuous assurance model will encompass a much broader

set of financial and non-financial information than currently
offered by the traditional audit. Importantly, continuous
assurance will likely take a forward-looking, rather than
historical, perspective. Toward this end, assurance providers
are expected to continuously monitor clients’ systems and
report material exceptions as they arise (Kogan, Sudit, and
Vasarhelyi 1999).
To the extent that real-time exception reporting offered
by continuous assurance includes changes in accounting
estimates, accruals, disclosures, and choices, management
might be reluctant to voluntarily adopt the continuous
assurance model since earnings management attempts of a
material nature would be quickly identified and immediately
reported. One could argue that audit clients might seek the
advice of their auditors with respect to structuring accounting transactions when attempting to manage earnings, which
would lessen the likelihood that the auditors would report
such changes. Such economic pressure for auditors to
‘cooperate’ with clients in this regard only works if the client
pays the auditor. However, if the continuous assurance
model evolves such that external information consumers
(e.g., investors, creditors and governments) pay for specific
assurances, the picture changes dramatically. For example,
investors might demand to know when material changes in
discretionary accounting judgments arise and be willing to
pay the auditors to promptly report such changes. Under this
scenario, the auditors’ allegiance switches from the client to
the investor; therefore, the likelihood that auditors will
report earnings management attempts increases.
All things considered, it would seem that managers
would not readily embrace continuous assurance on a voluntary basis, as real-time oversight might hamper their ability
to manage earnings. Accordingly, the Financial Accounting
Standards Board (FASB) and SEC need to consider the
public interest aspect of continuous assurance and decide
the nature and extent of regulation in this regard. In a related
line of reasoning, another motivation for regulators, standard setters, and investors to advocate CR to the public is to
reduce, and hopefully eradicate, information asymmetry in
the marketplace, as next discussed.

IV. Information Asymmetry
By providing decision-relevant information to all stakeholders simultaneously, violations of insider trading rules
can be averted, investor confidence in the capital markets
strengthened, and informational opportunism by company
management minimized. The SEC took a major step

forward in this regard when it issued Regulation FD (Full
Disclosure), which is aimed at eliminating the selective
disclosure of material non-public information to a discrete
set of individuals, such as security brokers, institutional
investors, and financial analysts (SEC 2000b).
The SEC’s primary motivation for issuing Regulation FD
was that selective disclosure practices and insider trader
tactics closely resembled one another. Yet, prior to
Regulation FD, the former had been condoned while the
latter was punishable under the anti-fraud provisions of the
federal securities law. Thus, the SEC was concerned that too
many corporate managers were treading in murky waters
between selective disclosure and insider “tipping”. Another
major concern of the SEC was that selective disclosure
appeared to be eroding investor confidence in the integrity
of the capital markets. Such erosion can occur when, for
instance, investors observe a large swing in the price of a
security only to learn after the swing the reason(s) for the
price change. In this scenario, disadvantaged investors
might question the extent to which they are equal players
in the marketplace. A third worry of the SEC was that
corporate management used selective disclosure as a means
of dispensing rewards and punishments to key marketplace
participants, such as financial analysts and institutional
investors. For example, management would ‘whisper’ into
the ears of analysts and investors who treated them favorably, while lowering the ‘cone of silence’ around those who
expressed less optimistic views of the issuer. Additionally,
selective disclosure could be used to enhance the value of the
firm by strategically timing the release of good and bad news
in ways that maximize the long-term benefits of subsequent
releases (Tan, Libby, and Hunton, 2002).
Regulation FD is a landmark development with respect
to information asymmetry, as it attempts to level the playing
field for all capital market participants by taking informational advantages away from closely knit groups and
sharing material, decision-relevant information with the
public (McCarthy 2001). The SEC notes that the environment is ripe for the enactment of Regulation FD, as recent
technological advancements make possible the immediate
dissemination and ubiquitous availability of corporate
information directly to the marketplace without having to
rely on information intermediaries. The SEC insists that
technological limitations of the past are no longer acceptable
excuses for tolerating the threats represented by selective
disclosure; hence, Regulation FD effectively issues a ‘cease
and desist’ order to such practices (SEC 2000b).
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V. How Much Disclosure Is Too Much?
Continuous reporting can be a blessing as well as a curse.
The blessing is that real-time disclosure of information can
be made available to the entire marketplace at once, thereby
decreasing the potential for information asymmetry and
increasing the decision usefulness of such information. The
curse, however, is that the same technological improvements
that give rise to timelier and more equitable disclosures can
also be used to offer richer disclosures. As such, stakeholders
can demand that companies open their databases to make
available an expanded set of financial and non-financial
information. A major concern in this regard is the extent to
which a company that discloses ‘too much’ in the marketplace might impair its competitive advantage. This concern
is supported by Bamber and Cheon (1998), as they report a
negative relationship between proprietary information costs
and discretionary earnings forecast disclosures.
Preliminary research related to the advantages of
increased disclosure suggests that greater disclosure is better
than less in only some circumstances. Specifically, Botosan
(1997) indicates that richer disclosure is significantly related
to lower cost of capital for firms with relatively light analyst
following. However, there was no significant relationship
between disclosure level and cost of capital for firms with
relatively heavy analyst following. The reason for these findings is that the information content of disclosures is greater
for firms with light analyst following because less is known
in the marketplace about such firms, as they are dependent
on intermediaries for information dissemination. It appears
as though small and thinly traded firms are currently
disadvantaged with respect to cost of capital; accordingly,
continuous reporting that disseminates corporate information to all stakeholders at once holds potential benefits in
this regard.
While ICT places powerful information query, retrieval,
and analysis tools in the hands of the masses, questions
remain regarding how much information management
can realistically be expected to be revealed to the public
without harming the firm’s competitive position. Even
though information consumers might strongly insist that
corporations open their entire databases to the public, at
some point management acting as good faith agents have
to draw a line in the sand and say ‘enough is enough.’ It is
unlikely that the SEC or FASB will or should address such
issues, as they are concerned with capital market integrity
and truthful financial reporting. Instead, the laws of supply
and demand will most likely seek equilibrium between
transparency and privacy of corporate information.

12

VI. Should Continuous Reporting Be
Mandated?
Statement of Financial Accounting Concepts #2
(Qualitative Characteristics of Accounting Information)
issued by the FASB articulates two primary information
quality attributes (reliability and relevance) and two secondary attributes (comparability and consistency). For the most
part, the focal interest of the SEC, FASB and International
Accounting Standards Board (IASB) over the past years has
been on the primary attribute of reliability (composed of
verifiability, representational faithfulness, and neutrality),
as well as the secondary attributes. The other primary,
information-quality attribute of relevance, which includes
predictive value and timeliness, often takes a backseat with
respect to regulations and standards. Any move by these
bodies to mandate continuous financial reporting would
require a fundamental shift in focus from reliability to
relevance (i.e., timeliness), which, in our view, is unlikely
to happen soon.
Thus, it seems that the odds are low that regulatory or
standard-setting bodies will mandate CR in the foreseeable
future. As with disclosure richness (discussed above), the
extent to which continuous reporting evolves, in the near
term at least, will likely be left to the laws of supply and
demand. Perhaps it should be this way. That is, if the capital
market places a premium on more frequent disclosure of
information, firms that respond accordingly will reap
financial benefits such as lower cost of capital and higher
share price values. Firms that refuse to address marketplace
demands for more timely information will suffer the
economic consequences. Over time, firms will eventually find
their break-even point with respect to the incremental cost
of providing more frequent information (i.e., technology,
opportunism, and competitiveness) and resulting benefits.
Another issue to consider with respect to CR is the extent
to which more frequent reporting will lead investors to
overreact to each new piece of information as it is released
on a more disaggregated basis.

VII. Investor Reactions To Continuous
Financial Reporting
As discussed earlier, economic theory suggests that more
frequent disclosure of financial information to the public will
result in less stock price volatility. However, an alternative
psychological viewpoint indicates that stock price volatility
might actually increase with more frequent disclosure under
certain conditions.

Prior research suggests that the frequency with which
information is released to investors can alter decisionmaking processes and judgments (Shiller 1981; Carter
and Manaster 1990; and Mitchell and Mulherin 1994). In
particular, research findings suggest a positive relationship
between the frequency of information dissemination and
stock price volatility. The reasoning behind this phenomenon is rooted in the anchoring and adjustment phenomenon, as described by Hogarth and Einhorn (1992).
Two aspects of anchoring and adjustment deal with
how new evidence is presented (presentation mode) and
assimilated into an existing judgment or belief (processing
mode). One way to process new information is to update
a belief state as each piece of new evidence is presented,
referred to as a step-by-step (SbS) processing mode. Another
approach is to update a belief state only after all evidence has
been presented, referred to as an end-of-sequence (EoS)
processing mode. Holding information constant, continuous
reporting disaggregates a set of information and presents
each informational item in a SbS presentation mode, whereas
periodic reporting presents the same information in an
EoS mode. Hogarth and Einhorn (1992) suggest that the
presentation mode will evoke a comparable (EoS) processing
mode, which indicates that continuous reporting (SbS
presentation mode) is likely to evoke a SbS processing
mode with respect to stock price valuations.
Many researchers have noted a recency effect associated
with either SbS or EoS processing modes meaning greater
decision weight is ascribed to later, as compared to earlier,
information in a sequence of releases (e.g., Griffin and
Tversky 1992; Maines 1995; Tuttle et al. 1997). Furthermore,
several studies indicate that the longitudinal impact of the
recency effect on belief adjustments is greater with SbS, as
compared to EoS, processing because more anchoring and
adjusting takes place (Trotman and Wright 1996; Kennedy
1993, Ashton and Ashton 1988) 1. This suggests that after
a series of positive news releases pertaining to a given
company, stock price valuations will be higher (lower) if
information is presented in a continuous (periodic) format
since SbS presentation will evoke a SbS processing.
Conversely, after a series of negative news releases, valuations
will be lower (higher) with continuous, as compared to
periodic, reporting.2 Accordingly, one can argue that as the
market ebbs and flows with sequential series of good and
bad news information releases, stock price valuations will
be higher after sequences of good news and lower after

sequences of bad news with continuous reporting, as compared to periodic reporting. Hence, contrary to conventional
economic theory, stock prices could become more volatile
with continuous financial reporting.
One more aspect of CR on human judgment deals with
the concept of information overload. That is, individuals
tend to resort to heuristics, or simplifying rules-of-thumb,
in light of too much information. For decision makers with
considerable experience, the use of heuristics can lead to a
more efficient decision-making process while maintaining a
high level of decision quality, as experts have learned how to
process orthogonal, redundant, and irrelevant information
cues. However, decision makers with less expertise might
also resort to heuristics due to information overload, but
since their decision-making schema is less developed, they
might unknowingly ignore important orthogonal decision
cues inappropriately attending to redundant and irrelevant
information.
The discussion of the behavioral effects of CR does not
mean that more frequent reporting and richer disclosing
should not take place. Rather, we bring up these issues so
that researchers, preparers and regulators can consider ways
to minimize unintended yet deleterious influences of CR on
human judgment. Finally, we briefly address potential legal
ramifications associated with CR.

VIII. Continuous Reporting and Litigation
Risk
Traditional quarterly and yearly accounting reports stress
reliability, thereby theoretically reducing litigation risk.
However, the tradeoff of myopically focusing on reliability
is the severe restriction of financial statement relevance.
Alternatively, continuous reporting that dramatically
improves relevance without appropriate consideration for
reliability may generate less precise accounting information
that is inappropriately relied on by financial report users,
thus increasing the potential for litigation. Hence, the FASB
must carefully consider and balance reliability versus relevance issues in the context of continuous reporting. Further,
as discussed earlier, if CR results in less severe volatility in
security prices, litigation may be reduced since suits are most
frequently precipitated by a significant drop in share prices.
Another legal ramification of continuous reporting
involves a potential paradigm switch from tort to contract
law. Electronic reporting via Internet Web sites allows firms
to identify who accessed what information at what time.

1 Hogarth and Einhorn (1992) also noted a primacy effect (i.e., greater decision weight ascribed to earlier information) associated with complex tasks and long series
of informational cues, although this finding has not been universally supported in subsequent studies.
2 Trotman and Wright (2000) review prior recency studies and note that other than response and presentation mode the magnitude of order effects also seems to
depend on the type of task and the motivation and experience of the individual.
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Since users would actively seek information, rather than passively receive information, a contract is formed between the
company and user. Through evolving electronic commerce
law, contracting procedures such as non-repudiation and
authentication can verify the existence of such a contract.
Litigation under contract law, as opposed to tort law, is likely
to result in lower litigation costs and increased inducement
for all parties to behave in a proper manner (Elliott 2001).

IX. Summary
This article provides a review of the foundations for
the supply and demand for continuous reporting (CR).
Information economics suggests that a cost-benefit perspective is appropriate when evaluating and comparing the value
of alternative information systems, such as CR versus the
current quarterly reporting model. On the benefit side of
the equation, CR provides decision makers with timelier
information, which allows for more rapid revisions of belief
states. As a result, more frequent dissemination of decisionrelevant information can decrease stock price volatility,
information risk, transaction premiums, cost of capital,
and pressures for providing insider information. The costs
of CR largely entail the development and implementation
of advanced information and communication technology
(ICT) infrastructures that allow for real-time processing of
economic events. Once the ICT infrastructure is in place
and operating efficiently, incremental costs associated with
publishing firm information on the Internet are fairly
negligible, particularly with the advent of the high-bandwidth networks, enterprise-wide information systems, XBRL
and push/pull technologies.
While implementation of CR appears feasible from
economic and technological standpoints, another important
consideration is organizational feasibility that is, the extent
to which management is ready to accept this change. One
reason managers might resist adopting CR is that their
opportunities to manage earnings could be diminished.
There is widespread evidence that some managers attempt
to “manage earnings” to meet market expectations with
the underlying motive of maximizing incentives set forth
in principle-agent compensation contracts. Therefore, if
managers believe that CR will severely restrict their ability
to manage earnings toward this end, they will likely resist
its implementation. Indeed, future research in this area is
warranted.
CR follows in the spirit of the SEC’s (2000b) recent
enactment of Regulation FD (Full Disclosure), which has
the objective of minimizing information asymmetry among
market participants and increasing the transparency of
14

economic transactions. However, there are significant
concerns by management regarding how much disclosure
and access to company databases are reasonable without
harming the firm’s competitive position. Thus, a key issue
is the extent to which CR should remain voluntary or be
mandated. In this regard, regulatory bodies and academic
researchers need to evaluate whether the demand premium
placed on CR is sufficient to induce firms to voluntarily
adopt more frequent reporting, particularly if CR leads
to ‘open access’ to sensitive company information for the
sake of improved transparency.
While information economics suggests that CR has the
potential to reduce market price volatility, psychological
theory would predict an opposite effect. This expectation
is based principally on a framework known as anchoring
and adjustment (i.e., individuals update prior beliefs as new
evidence is received). CR disaggregates information, thereby
resulting in Step by Step (SbS) presentation and processing
modes, whereas traditional periodic reporting aggregates
the same information into a set, which results in End of
Sequence (EoS) presentation and processing modes. While
researchers have reported a recency effect with either SbS
or EoS modalities (i.e., greater decision weight is ascribed
to later, as compared to earlier, information), this effect is
more pronounced in the SbS condition since beliefs are
re-evaluated more frequently. This is especially of concern
when evidence is mixed (positive and negative), with the
same information resulting in different conclusions based
on the order received. Further, there is the potential for
increased information processing overload associated with
CR. Hence, psychology-based research is needed to evaluate
the extent of these behavioral concerns.
The demand for more frequent reporting of business
information is already intense. If the accounting profession
as a whole continues to lag behind such demand by not
proactively engaging the SEC and business firms to bring
CR to the forefront, the entire spectrum of information
consumers from lenders to investors is likely to seek relevant,
decision-making information from alternate sources. As a
result, the current and future value of the profession will be
constrained and possibly diminished. We neither suggest
that we have addressed all of the challenges associated with
CR in this paper nor believe that the obstacles are easily
overcome. However, if practicing accountants and academic
researchers wish to go down the CR path together, it is
substantially more likely that we can address the difficult
issues before us and lift the profession to a new level of
value-added service opportunities.
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Abstract

I. Introduction

Accounting was developed in response to the demands of
business and other organizations and users for relevant and
reliable financial information for decision making. Currently,
many companies are providing users with financial information via the Internet on the World Wide Web (WWW or the
Web). However, such information must often be reentered
by users seeking to analyze it because as yet there are no
common, generally accepted formats for exchanging business
information on the Web. XBRL (eXtensible Business Reporting
Language) is currently being developed to overcome this
limitation and provide financial information users with a
standardized method to prepare, publish, and exchange
financial information.
Although there are several benefits of using XBRL to create
documents, one limitation is that it does not take into account
the quality of the information particularly whether XBRLcoded information is reliable. The reliability of financial
information depends on the reliability of the processes used to
create an XBRL document; the nature, extent and timing of
assurance procedures performed on that information; and
the security measures taken to protect the integrity of the
information as it travels over the Web. Information on the Web,
including XBRL documents, can be created and easily revised
and is vulnerable to interception and tampering. Therefore,
users who depend on financial information for critical decisions should be concerned about its reliability and would be
wise to obtain assurance about the reliability and authenticity
of the information before using it for important decisions.
This paper describes XARL (eXtensible Assurance
Reporting Language), an Extensible Markup Language
(XML)-based extension of XBRL designed to enable assurance
providers to report on the reliability of information distributed
over the Internet. A related paper, Boritz et al. (2002), addresses
the infrastructure requirements to enable XARL to be
implemented. First, this paper briefly traces the development
of XBRL from its origins in Standard Generalized Markup
Language (SGML) to its refinement through XML, and
summarizes the benefits of XBRL. Next, it describes XARL,
a means by which assurance providers can add credibility
to XBRL documents. XARL, when supported by an effective
infrastructure, can help users and companies place warranted
reliance on financial information on the Internet.

Since Pacioli defined the double-entry bookkeeping
system in his 1494 book, Summa de Arithmetica, Geometria,
Proportioni et Proportionalita, there have been many new
developments in accounting and these continue, contributing to economic prosperity. Today, accounting information
is being provided on the Internet, especially the World Wide
Web (WWW or the Web), to enable the timely and efficient
exchange of information among preparers and various
stakeholders. However, despite the increased access to
information that the Web offers, such information often
cannot be easily incorporated into spreadsheets and other
analysis software, requiring tedious, costly, and error-prone
cutting and pasting or transcription. Also, there is little to
assure users that the accounting information being provided
on the Internet is reliable and authentic.
Some attempts are being made to overcome these limitations. One such initiative is XBRL (eXtensible Business
Reporting Language). XBRL is a freely available, open
specification based on XML that provides a method by
which financial professionals can prepare, extract, exchange,
and analyze financial statements and the information they
contain, simplifying some of the previously tortuous phases
of financial statement analysis. In this paper, we briefly trace
the development of XBRL from its conceptual origins in
SGML and XML. Second, we will explain the importance
of XBRL and its limitations in connection with information
reliability. A more extensive discussion of XBRL can be
found in Hoffman and Strand (2001). Then we address the
main topic of this paper, a set of proposed extensions to
XBRL that we have termed eXtensible Assurance Reporting
Language (XARL) designed to address the issue of information reliability on the Internet. We discuss the infrastructure
requirements to facilitate the implementation and effective
use of XARL in a separate paper (please refer to Boritz et al.,
2002).

©2003

From SGML to HTML, and to XML: A
New Paradigm for Internet Documents
The astonishing growth of the Web has been fueled by
the ability that it gives information providers to easily and
cheaply distribute electronic documents to audiences on the
ASSURANCE REPORTING FOR XBRL: XARL
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Internet. The tremendous popularity of the Internet in large
measure is due to the Web and HyperText Markup Language
(HTML). Most documents on the Web are stored and
transmitted in HTML, a simple language that was developed
to provide hypertext and multimedia functions for the Internet. HTML is based on Standard Generalized Markup
Language (SGML), a standard for defining and formatting
documents.
SGML was established in 1986 as an international standard by the International Organization for Standardization
(ISO) for defining and using document structure and content.1 SGML was intended to be a language that would
account for every possible data format and presentation.
Thus, it enables users to create tags, to define document
formats, and to exchange data among various applications.
Since SGML is system and platform independent and can
save a document’s structure, it can be used in various ways,
such as for searching and exchanging data. However, SGML
is very complex and contains many optional features that are
not needed by many Internet applications. Furthermore, it
is costly to develop software that supports SGML. As a
result, there are few SGML applications for the Internet.
The complexity of SGML led to the development of
HTML (HyperText Markup Language). HTML, the basic
language for creating a Web page, is easy to learn and use.
Most of the language consists of codes or tags inserted into
a document to specify how information should be displayed
in a browser window for example, <p> to start a paragraph
of text and </p> to end a paragraph. The simplicity and
convenience of HTML have aided the explosion of interest
in the Internet. Nevertheless, HTML has some fundamental
limitations. It merely facilitates presentation of text and
multimedia. It does not allow intelligent search, data
exchange, and non-HTML forms such as database and
spreadsheet forms. As e-commerce grows, it becomes
increasingly important to exchange data, use more
meaningful search, manipulate data, and generate multiple
views of data. As a result, HTML’s limitations are becoming
increasingly noticeable.
XML was established by the W3C (World Wide Web
Consortium) in 1996 to overcome those limitations. 2 XML
stands for eXtensible Markup Language. It is extensible
because the language can be extended by anyone who wants
to create additional tags for new and unforeseen purposes.
It is a markup language because XML is a method of presenting information that has accepted rules and formats
to give definition to text and symbols. XML was created by
adapting the key functions of SGML while excluding the less
essential ones. Whereas HTML tags generally indicate only
18

how the content should appear in a browser window,
XML tags indicate what the content is. Whereas HTML
was designed to display data and to focus on how data looks,
XML was designed to describe data and to focus on what the
data represents. Content therefore becomes more readily
accessible through XML.

XBRL: A New Way to Prepare, Publish,
and Exchange Financial Information
XML is a general-purpose language offering many possibilities. However, a generic Web browser cannot understand
XML tags unless those tags are defined for it, as will be illustrated later. XML is particularly valuable when the tags are
agreed to by a community of users who can then exchange
tagged information easily. XBRL, formerly code-named
XFRML (eXtensible Financial Reporting Markup Language)
is the financial profession’s adaptation of XML for financial
reporting. A joint industry and government consortium
established in the fall of 1999, including the American
Institute of Certified Public Accountants (AICPA), six
information technology companies, and the five largest
accounting and professional services firms, developed this
XML-based specification for the preparation and exchange
of financial reports and data. XBRL does not establish new
accounting standards but is intended to enhance the value
or usability of existing standards. Also, it does not require
providing additional financial information to outside users.
XBRL.org does, however, have a process for approving
taxonomies (dictionaries of defined tags) to be used with
XBRL.
XBRL provides several benefits to financial professionals
and the business community. First, data in XBRL is coded
with tags that describe content and structure. Therefore,
XBRL provides more efficient, accurate, and relevant search
mechanisms for users of financial information. Second,
since XBRL documents are prepared by using an agreedupon taxonomy, 3 data can be exchanged and processed
without modification. Third, XBRL is technology-platform
independent. This further enhances the interchangeability
of data. Fourth, XBRL information is coded once and is
ready for extraction electronically into a variety of reports
for a variety of information users. This facilitates paperless
financial reporting and cuts down on data manipulation.
As a result, the cost of producing financial and regulatory
information can be substantially reduced. Fifth, XBRL files
can be parsed, edited, and manipulated. Thus, XBRL documents can be transformed to a variety of formats such as a
Web page and a data file for spreadsheet and database software. Consequently, data in XBRL may be displayed in a Web

browser, sent to a database, sent to printer, and used to create
other XBRL documents. In addition, the same document
can be used by many different applications. Sixth, XBRL
improves the analysis of multiple company financial information; users can obtain and analyze several companies’
financial data simultaneously. Although XBRL does not by
itself guarantee that more companies’ data will be released
to the public electronically over the Internet, it does offer
the ability for interested parties to easily access the data that
exist. Finally, as mentioned previously, XBRL is an open
specification developed by XBRL.org, a not-for-profit
consortium.4

II. XARL: A Challenge For The Audit
Profession
Although XBRL offers several key benefits, it is important
to note that XBRL does not address the reliability of the
information it is used to describe. For example, an incorrect
or unauthorized taxonomy may be used. Consider the
following scenario. In 2001, XBRL.org announces an official
taxonomy, called CI_V1. Assume that several companies
create XBRL documents based on the CI_V1 taxonomy.
In 2002, in response to changes in accounting principles,
XBRL.org creates a CI_V2 taxonomy to incorporate the
accounting principle changes. In this situation, the old
CI_V1 taxonomy may still be appropriate to create the
XBRL document for the pre-2002 financial statements.
However, it could be misapplied to post-2001 documents.
Misapplication of XBRL tags representing taxonomy
elements is another potential problem. One entity may
apply the tag for cash to its cash and cash equivalents, while
another may apply the tag for cash only to cash. These types
of inconsistencies may lead to errors in the interpretation of
various ratio calculations and other inter-company
comparisons.
Also, XBRL does not restrict anyone from producing
and disseminating financial information electronically, even
if that information lacks integrity. Because information on
the Internet, especially the Web, can be easily created and
revised without proper authorization, the reliability and
authenticity of information should be carefully considered
by entities and individuals using XBRL to produce and
consume information over the Internet.
XARL (eXtensible Assurance Reporting Language) is
an application of XML that is designed to extend XBRL to
contribute to the reliability of the information provided by
using XBRL. XARL is an XML-based specification that relies
on accepted assurance processes and security techniques

such as the Public Key Infrastructure (PKI), as well as
XML security features still being developed, to enhance the
reliability of information disseminated over the Internet.
When combined with XBRL and an information integrity
infrastructure, XARL provides a method for preparing and
providing assurance about the reliability of financial information transmitted over the Internet. An XARL-based
document includes specific tags that explain assurance type,
assurance date, auditor’s digital signature, system reliability,
and so forth. Therefore, users can easily identify the type of
assurance, the period of time covered by the assurance, the
assurer’s name, and the source of the assurance standards
applied (e.g., U.S. Generally Accepted Auditing Standards
(GAAS)).
This paper describes XARL. However, the infrastructure
required for the effective implementation of XARL is
described in a separate paper by Boritz et al. (2002). As
described here, XARL does not attempt to establish new
assurance standards but rather to enhance the value of
XBRL by defining a digital language to provide and
communicate assurance based on existing standards. 5
It is noteworthy that the U.S. Generally Accepted
Accounting Principles (GAAP) version of XBRL includes
some tags designed to code the content of the accountant’s
report on the financial statements; however, these tags are
not protected in any way. Thus, anyone could add or modify
(erroneously or intentionally) the tags, conveying assurance
even if no independent verification was performed. Also, the
tags that are provided are designed to address the financial
statements as a whole and are not developed to communicate
assurance about individual financial statements or individual
financial statement items. Also, there are no tags to communicate assurance about the systems and controls underlying
the financial statements or other matters relevant to assessing
the reliability of the information provided through XBRL.
In contrast, documents coded with XARL would provide
authentic evidence that the information in XBRL documents
was audited or otherwise assured by a public accountant.
This would reduce uncertainty about possible risks and
provide users with credible information. Table 1, shown in
the XARL taxonomy section, summarizes the extensions
that XARL makes to XBRL.

How XARL Works
Suppose a public company, Toronto Inc., wishes to
provide financial statements to creditors, investors, and analysts, and engages an assurance services company, Waterloo
Assurance Co. to provide assurance on that information.
(Please refer to Figure 1.)
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FIGURE 1: HOW XARL WORKS
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1. An XBRL document is created by mapping the financial information in the accounting system to elements
in an XBRL taxonomy. (Although XBRL documents
can be created manually by keying tagged data into a
text file, typically such documents would be created
by financial accounting software based on a mapping
of an entity’s chart of accounts to an XBRL taxonomy.)
Verification software may be used to check that the
document is a valid XBRL document.6 Then the
document is sent to the assurance provider, Waterloo
Assurance Co., over the Internet with appropriate
security. (❶➞) Note that traditional concerns about
information integrity – completeness, accuracy,
currency/timeliness and authorization – still apply.
Additional concerns relate to the use of a correct and
current taxonomy, consistent and correct mapping of
taxonomy elements to the entity’s financial data, and
the correct coding of the XBRL document. These concerns require the application of assurance procedures
to establish that the process of creating the XBRL
document was reliable and that the document is
complete, accurate, current/timely, and authorized.
2. Waterloo Assurance Co. (WAC) performs assurance
procedures on the information such as confirming
the reliability of the processes that produced it;
performing analytic procedures on the data and
obtaining other evidence to support the amounts
and disclosures provided in the financial statements,
and checking the validity of the XBRL codes. WAC
then creates an XARL document by mapping assurance information related to the business reporting
elements in the XBRL document to agreed-upon
XARL taxonomy elements. The assurance information that can be included in an XARL document can
relate to the financial statements as a whole, to individual financial statements, or individual items in the
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financial statements. Assurance can also be provided
about thecompany’s information systems and controls
underlying the financial information. 7
3. Users who need the financial information of Toronto
Inc. may wish to obtain it on the Internet. (❷ and
❸➞) However, unprotected XBRL information is
vulnerable to being spoofed, intercepted, and altered.
Therefore, to obtain reliable assured financial information, they must obtain an XARL document directly
from Waterloo Assurance Co. This can be done
through an online or off-line process. Anyone wanting
assurance could be asked to provide a public key.8
(❹➞)
4. Upon receiving a request for information, the XARL
Authentication System at Waterloo Assurance Co.
sends the XARL document to the user, if the user is
authorized to receive the information. The XARL
document is digitally signed by Waterloo Assurance
Co. and encrypted with the user’s public key.9 This
process authenticates the assurance being communicated in the XARL document and has the additional
benefit of creating a record of all recipients of the
information, should that information ever be
required. Then, the encrypted XARL document is
sent to users. (➎➞)
5. Using their private key and the assurer’s public key,
users decrypt the XARL document and use it for their
purposes. If users want to translate the document into
HTML, a spreadsheet, or database, they can do so
with appropriate style sheets developed by them or by
outside software developers. Since XBRL documents
coded with XARL provide evidence that the information was audited by a public accountant and that it
has not been tampered with, uncertainty about the
reliability of the financial information is significantly
reduced.10

XARL Taxonomy
As mentioned previously, XARL is an extension of
XBRL, and like it is based on XML. The XARL taxonomy is
the template that defines the assurance tags and describes
how assurance data is interrelated. Therefore, the taxonomy
provides a framework for consistent creation of XARL documents and gives financial information users a standardized
method to ensure the reliability of the information provided
in XBRL-coded documents. Figure 2 provides an overview
of the key assurance elements in XARL Version 1.0.
Appendix 1 contains an expanded version of Figure 2. In
this paper, the illustrations of the application of the XARL

taxonomy pertain to financial statements and financial
statement items; however, the taxonomy itself is designed to
accommodate a broad range of elements, including financial
reporting systems and controls and other systems (e.g.,
an entity’s e-commerce system). These elements can be
extended as professional standards expand to define relevant
assurance attributes to be translated into XARL tags for
example, the Trust Services criteria underlying a SysTrust
or WebTrust seal.11

TABLE 2: COMPARISON OF ASSURANCE ELEMENTS BETWEEN XBRL AND
XARL

FIGURE 2: OVERVIEW OF XARL TAXONOMY
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Tables 1 and 2 summarize the extensions that XARL
makes to the assurance tags provided in XBRL.
TABLE 1: XARL EXTENSIONS TO XBRL
Extension
XBRL
Assurance Elements Part of XBRL taxonomy

XARL
Stand-alone taxonomy

Information

Only provides information
about accountant’s report

Provides comprehensive
information about assurance

Assurance Range

Assurance for whole
financial statements

Not only assurance for whole
financial statements but also
for individual financial
statement, individual financial
items, system and control,
where standards permit

Separation

Assurance information is
included as a part of XBRL
documents

Assurance information can be
provided to users as a separate
document or along with XBRL
documents

Elements

See Table 2, left column

See Table 2, right column

Figure 3 illustrates the XML-coded XARL taxonomy
previously presented in Figure 2.
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FIGURE 3: EXAMPLE OF A XARL TAXONOMY

FIGURE 4: XARL EXAMPLE (XARL-EXAMPLE.XML)

Since XARL taxonomy files are XML files, they can be
viewed using a text editor as shown in Figure 3. It is also
possible for users to view taxonomy information with a
taxonomy viewer application to obtain a better and faster
understanding of the structure of this information.12
The XARL taxonomy is eXtensible. Therefore, if the
XARL taxonomy described in this paper does not contain
tags that meet users’ needs, then users can create their own
tags. For example, Elliott (2002) suggests a variety of future
assurance tags such as: “product of an information system
with SysTrust assurance,” “product of an information system
under statistical quality control with parameters…,” “reliable
subject to…,” “reliable to within + or – percent at nn confidence,” “unassured,” “not reliable,” etc.

The document in Figure 4 contains two examples of
XARL adapted to an XBRL balance sheet document
developed by using the taxonomy for Business Reporting
of Commercial and Industrial Companies, US GAAP, dated
2000-07-31.14 XARL tags are embedded in this document
to provide assurance information about the accountant,
assurance type, assurance period, overall auditor’s opinion,
and so on.15 Figure 5 shows the use of XARL tags for the
overall balance sheet.
FIGURE 5: XARL TAG EXAMPLE 1: BALANCE SHEET

Example XARL Document
Figure 4 is an illustration of an XARL document.13
XARL tags are added to the XBRL document to provide
assurance information about the financial information such
as assurance type, assurance period, accountant information,
and so on.

Figure 6 illustrates the use of XARL tags for a single
balance sheet item,“Cash and cash equivalents.”
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FIGURE 6: XARL TAG EXAMPLE 2: SINGLE BALANCE SHEET ITEM

Displaying XARL Assurance Information
XBRL documents are not designed for direct viewing
by people. In many instances, the documents would by
processed by software for a variety of purposes, including
conversion to HTML format to enable Web browsers to
display them. While HTML uses predefined tags, whose
meaning is well understood for example, <p> means a
paragraph and <table> means a table, and a browser
knows how to display them, this is not the case with XML
documents such as XBRL and XARL. In order to display
documents tagged with XBRL and XARL codes, it is necessary to have a mechanism for this purpose. This is done by
means of a style sheet, prepared with a style-sheet language.
Two of the most popular style-sheet languages are
Cascading Style Sheets (CSS)16 and eXtensible Stylesheet
Language Transformations (XSLT).17 CSS and XSLT overlap
to some extent. XSLT is more complicated and harder to
learn and use than CSS, and CSS is more broadly supported
than XSLT. Thus, most Web browsers support CSS, but only
a few accept XSLT. However, XSLT is more powerful than
CSS, and CSS only provides for formatting of contents.
It does not allow users to change or reorder contents. In
contrast, XSLT enables formatting and transforming XML
documents into other documents such as HTML, database,
and spreadsheets, and filtering and sorting XML data. XSLT
can be used to define how an XML document should be
displayed by transforming the XML document into HTML.
XSLT performs this by transforming each XML element into
an HTML element. In addition, XSLT can add new elements
into the output file, or remove elements. It can also rearrange
and sort the elements. Figure 7 shows a XSLT document that
is applied to the XARL example.

FIGURE 7: XSL EXAMPLE (XARL-EXAMPLE.XSL)

After an XARL document and an XSLT style sheet for
that document are prepared, the XARL document can be
shown in the Web browser window by including an instruction in the XML document specifying the style sheet to
be used (<?xml-stylesheet type=”text/xsl” href=”XARLexample.xsl”?>).18 Figure 8 shows the XARL example in
Internet Explorer.19
FIGURE 8: XARL-EXAMPLE.XML IN INTERNET EXPLORER

In this illustrative example, the icon,“Audited”, indicates
that the balance sheet was audited by a public accountant.
Therefore, users may obtain confidence about the overall
reliability of the balance sheet information. This example
also illustrates the possibility of providing assurance for a
single balance sheet item,“Cash and cash equivalents.”
Accordingly, the item,“Cash and cash equivalents,” can be
utilized with confidence by users for its analysis in the
reliability of that information since the icon,“Audited”,
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indicates that the item was audited. (In practice, both icons
would not appear.)
When users need assurance information details such as
accountant information and the auditor’s report, they can
click on the icon and obtain such details by applying their
private key to decrypt the assurance information provided.
Figures 9 and 10 show an example of the decrypted assurance information on the overall balance sheet provided by
the assurer using XARL.
FIGURE 9: DECRYPTED ASSURANCE INFORMATION ON THE OVERALL
BALANCE SHEET

Security Issues in XARL

FIGURE 10: DECRYPTED ASSURANCE INFORMATION ON THE OVERALL
BALANCE SHEET

XARL is an application of XML that is designed to
extend XBRL to help assure the reliability of financial information disseminated over the Internet. However, there are
critical security issues related to XARL. Like XBRL, XARL
is primarily an Internet-based communication method.
The Internet is insecure. Without a security infrastructure
to support it, XARL is vulnerable to being intercepted,
spoofed and altered. Traditional access control techniques
such as passwords are not sufficient to authenticate information on the Internet. They can protect files or data from
unauthorized access but cannot guarantee the integrity and
authenticity of the information. Some attempts are being
made to overcome such security issues. In this paper, we only
discuss the encryption of all or part of a XML document
(XML Encryption) and the use of digital signatures applied
to XML (XML Signature) because they form the minimum
requirements for controlling the security of XBRL/XARLcoded documents. A related paper by Boritz et al. (2002)
discusses the infrastructure requirements to enable the
dissemination of reliable financial information over the
Internet using XBRL and XARL.

XML Encryption
Encryption is the transformation of data into a form
only readable by someone with a decryption key. The goal
of encryption is to ensure confidentiality by keeping the
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information hidden from anyone for whom it is not intended.
Proper encryption is crucial for XML data security, particularly for sensitive data that is passed across unprotected
networks such as the Internet.
Private key encryption (also termed symmetrical or
secret key encryption) is based on the sender and the
receiver of a message knowing and using the same secret key
(e.g., a password). In other words, the sender uses the secret
key to encrypt the message or data, and then the receiver
uses the same secret key to decrypt the message or data.
However, the problem with this secret key cryptography is
that the sender and receiver must share a secret key without
anyone else finding out. If they are located in different places,
they have to trust a communication channel such as the
postal system, the telephone system, or the Internet when
communicating the secret key.
Public key cryptography was developed to overcome the
limitations of secret key cryptography. Under public key
cryptography, each person has a mathematically-generated
pair of keys called the public key and the private key. The
public key of each person is published while the private
key is kept secret. No other key can decipher a message
encrypted by one of these keys except the other key in the
pair. A message sender encrypts the message or data by
using his or her private key and the intended receiver’s
public key, while the receiver decrypts the message or data
by using his or her private key and the sender’s public key.
The sender and receiver do not have to share or transmit
any secret key information. It is not necessary to trust a
communication channel to be secure.
XML Encryption20 uses both asymmetric and symmetric
encryption. First, a public key generated by some algorithm
is sent to a potential information recipient who wants to
send a secret key to the potential information sender. With
the sender’s public key, the receiver encrypts his or her
private key (this could be randomly generated for one-time
use) and sends the encrypted key to the sender. The sender
then decrypts the key with his or her private key. Once the
sender has obtained a secret key from the recipient through
asymmetric encryption, the secret key is used for encrypting
or decrypting data at both ends. This process can speed up
the creation and exchange of encrypted information and can
simplify key administration.
Figure 11 illustrates the use of XML Encryption tags
for an XARL document.21 XML Encryption could be used
to encrypt the entire XML document, one element, element
content, attribute, or attribute value. In the example, XML
encryption tags are used to encrypt XARL assurance tags
for the entire set of assurance information related to one

financial statement. The “EncryptedData” element contains
the XML namespace used for encryption. The complete
“CipherData” element appears within an “EncryptedData”
element. The actual encrypted data appears as contents of
the “CipherValue” tag. Please note that this example is a
mock-up only. These features have not yet been fully
developed by W3C.
It is important to note that this method by itself will not
guarantee the authenticity of the message, since it provides
no control over the identity of the key pair generator. To
authenticate the sender and receiver, it is necessary to use
the Public Key Infrastructure (PKI) whereby a Certificate
Authority (CA) authenticates their identity and controls the
creation of private/public key pairs. For example, the certificate authority may issue the public key and the software
that generates the private key to an individual or an entity
whose identity has been authenticated. The authenticity
of the individual depends on the sufficiency of the
authentication procedures applied by the CA and the CA’s
key management security and general trustworthiness.
FIGURE 11: XML ENCRYPTION EXAMPLE

XML Signature
Authentication is a process by which the receiver of
digital information can be confident of the identity of the
sender. However, it is also necessary to establish the integrity
of the information being sent. This involves the use of digital
signatures. Digital signatures play a role for digital documents similar to that played by handwritten signatures for
paper documents, although digital signatures can be more
powerful than handwritten signatures. Since the digital signature is an enforceable data element, the digital signature
authenticates the integrity of that document as well as the
identity of the sender who attached his or her signature to
the document.
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A digital signature works as follows. An algorithm is
used to calculate a message digest22 value, which is a unique
number that can only be calculated from the contents of the
message. The digest value is analogous to the “fingerprint”
of the data contents being sent, a means to assure the
integrity of the contents. The digest value is then encrypted
with the sender’s private key and sent with the message so
that the recipient can decrypt it using the sender’s public
key, recalculate the message digest, and compare it with the
message digest received with the message to establish the
integrity of the message. A change in even a single character
in the message will alter the message digest, alerting the
recipient that the message has been tampered with. The
message itself need not be encrypted unless there is a need
for confidentiality.
As discussed in the previous section, the digital signature
by itself does not guarantee the authenticity of the sender,
since a fraudster could intercept the original message, pose
as the sender, and replace the original message with another
digitally signed message. To counter this possibility, the
authenticity of the sender must be guaranteed through the
use of the Public Key Infrastructure (PKI) whereby a CA
authenticates the identity of the sender and controls the
creation of private/public key pairs.23
XML Signature24 defines the syntax required to sign all
or part of a XML instance including specific elements in a
document, to add more than one signature to a single document and to deal with the transformation of signed data.
XML signatures consist of two parts. One part is a method
of signing a document such that the signatures are verified,
which provides sufficient integrity, authentication, and nonrepudiation.25 The other part is a method of verifying that a
signature was actually generated by whomever it represents.
Although XML has extensive capabilities and extreme
flexibility, it does not satisfy the needs of digital signatures.
For example, digital signatures misplaced in XML documents can be interpreted in completely different ways.
To address these issues, W3C introduced Canonical XML
(XML-C14N). Canonical XML is a form of XML document
that accounts for permissible changes, and refers to an XML
document that is in canonical form. Therefore, if two documents have the same canonical form, the two documents are
logically equivalent within the given application context.
The information in a signed XML instance contains the
following elements: canonicalization method, signature
method, digest method, reference information, optional
signature properties, and optional manifest.
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•

The canonicalization method (Canonical XML)
simplifies and structures an XML document prior to
signature. This method provides a means to ensure
that the proper form of the data content is signed.
Therefore, the recalculation of the message digest
can be expected to verify whether the data contents
have been modified.
• The signature method identifies the algorithm used to
sign the message digest. This method validates the
person or process that signs the data contents, thus
ensuring authentication and non-repudiation.
• The digest method identifies the algorithm used to
create the message digest signed by the signature
method. This method ensures that data contents can
be reprocessed with the same algorithm to enable the
comparison with the message digest value received
with the message.
• The reference information provides information
about the data contents that were signed.
• The optional signature properties are the context
added to a signature such as a timestamp or serial
number.
• Finally, the optional manifest is a way of grouping
multiple references and creating a single digest value
for signatures by one or more users. Thus, it will
provide a mechanism to allow a signer to approve a
number of individually signed transactions in one
group, rather than individually approving and signing
each transaction.
Figure 12 shows the use of XML Signature tags for an
XARL document. The “Signature” element contains the XML
namespace used for the signature. The “CanonicalizationMethod”,“SignatureMethod”, and “Reference” elements
appear within the “SignedInfo” element. The “CanonicalizationMethod” element indicates the algorithm used to
canonize the “SignedInfo” element. The “SignatureMethod”
element specifies the algorithm used to produce the signature value. Each referenced resource is specified through a
“Reference” element, and its digest is placed in a “DigestValue” element. The resources can be identified through a
Uniform Resource Identifier (URI). The “Reference” element
contains the “DigestMethod” element that identifies the
algorithm used to calculate the digest. The signature value
of the digest of the “SignedInfo” elements appears in a
“Signature-Value” element. If key information is included,
it appears in a “KeyInfo” element. Please note that this
example is a mock-up only. These features have not yet
been fully developed by W3C.

FIGURE 12: XML SIGNATURE EXAMPLE

Benefits of Adopting XARL
XBRL is developed to provide a more efficient and
effective means of preparing and exchanging financial
information. However, financial information in XBRL
documents can be easily created and manipulated without
authorization. Also, business and financial information in
XBRL can be used and interpreted without the organization’s
consent or knowledge. As a result, threats to the reliability
and quality of information can undermine the success of
XBRL. Adding XARL to XBRL can provide several benefits.
For companies that prepare financial statements, XARL can
reduce their costs of signaling the reliability of their information. For financial information users, XARL can reduce
their uncertainty over perceived authenticity and integrity
risks and provide them with trustworthy information. For
audit professionals, XARL provides an opportunity.
Assurance services can be performed for XBRL-coded
financial statements as a whole, for selected items in the
financial statements, and for information systems and
controls underlying those financial items. Assurance type
and assurance duration can vary as well.
XARL tags can help users and companies better understand the assurance properties of information disseminated
over the Internet. Indeed, once the infrastructure for such
assurance is in place, it is possible to envisage the provision
of assurance on demand, tailored to user needs, possibly
even paid for by the user automatically upon clicking the
assurance icon.

III. Issues For Future Consideration
XARL is being developed to ensure the reliability of the
XBRL-coded information. XBRL documents enhanced with
XARL tags will be less susceptible to tampering and will be
more credible, enabling users to place warranted reliance on

financial information disseminated over the Internet.
Although this paper describes XARL and illustrates how it
can be implemented, it is only a beginning, since there are a
number of additional issues to be addressed:
• Part of the XARL infrastructure described in this
paper involves public accountants creating the XARL
files based on XBRL data received from client systems. Since the financial statements are the client’s,
dual signatures may be required for the documents
transmitted to users containing the XBRL and XARL
information. Although this sounds complicated, once
the infrastructure is in place, it may involve nothing
more than a signal from a secure device such as a
smart card or electronic token. Already, many organizations are issuing security tokens to their executives
to provide security over remote access to organizational systems and knowledge bases. Managing such
“keys” will be an important control process in both
client entities and assurance-providing organizations.
• The Internet is global; however, the infrastructure
required for XARL such as digital signatures,
Certificate Authorities, and other aspects of PKI may
not evolve at the same pace throughout the world.
Thus, it may be necessary to create a profession-wide,
or major, firm-sponsored, international infrastructure
for managing assurance certificates.
• Once the XARL infrastructure is in place, it could
be used to provide continuous, real-time assurance
upon demand. This could require the development of
new assurance standards to address issues such as
materiality, subsequent events, etc. In addition, new
evidence-gathering techniques may be required.
These will benefit from the susceptibility of
information on the Web to being audited by
intelligent automated tools.
• Under the traditional model, the entity pays for the
assurance. The current paper continues relying on
this model. However, once the infrastructure for
XARL is created, it is possible to introduce an alternative model for some or all assurance services, whereby
users pay directly for the assurance provided. The
economics of such a model need to be explored in
future research.
• Given the limited understanding that exists about
traditional assurance, it will be important to educate
financial statement preparers, assurance providers
and users about the potential benefits and limitations
of this new system for providing assurance on information disseminated over the Internet.
ASSURANCE REPORTING FOR XBRL: XARL
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Endnotes
1

ISO (International Organization for Standardization),
founded in 1974, is a worldwide federation of national
standards bodies from some 100 countries, one from
each country. Among the standards it fosters is Open
Systems Interconnection (OSI), a universal reference
model for communication protocols. Many countries
have national standards organizations such as the
American National Standards Institute (ANSI) that
participate in and contribute to ISO standards.

2

The W3C (World Wide Web Consortium) is an
industry consortium led by not-for-profit entities. The
Consortium seeks to enhance interoperability among
Web technologies by developing specifications, guidelines, software, and tools to lead the Web to its full
potential.

3

A taxonomy is a dictionary of the financial terms used
in preparing financial statements or other business
reports and the corresponding XBRL tags. Since the
same tags are used by all “publishers” of XBRL documents who rely on the same taxonomy, all users of
those documents will recognize the tagged data the
same way. For example, the tag <group type=
“ci:balanceSheet.assets”> indicates that the data after
the tag relates to assets on the balance sheet.

4

5

Additional information about the relationship between
HTML, XML, and XBRL, and examples of their
application to financial information are contained in
our paper on “Business Reporting with XML” in the
Encyclopedia of the Internet edited by Hossein Bidgoli,
John Wiley, forthcoming.
Current auditing and review standards already contemplate the possibility that the auditor might provide
assurance about financial information and nonfinancial information. For example, refer to AICPA
Professional Standards section 623.

6

There are several XBRL document validation
programs. One is available from XBRL Solutions Inc.
(http://www.xbrlsolutions.com)

7

Due to the advances of information technology, more
organizations depend on it to run their businesses, produce products and services, and communicate with
customers and business partners. It is very important
that their systems be secure and reliable and produce
accurate information. In response to this business need,
the AICPA and the Canadian Institute of Chartered
Accountants (CICA) have introduced system assurance
services such as SysTrust and WebTrust, which enable
public accountants to provide assurance that a system
is reliable.
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8

This step is not mandatory; however, the advantages of
doing so are that a log can be created of all parties
relying on the financial statements for purposes of
privity or for notification in case of restatements. Some
parties may be reluctant to supply such information.

9

Currently, W3C is working on XML Encryption and
XML Signature specifications. These will provide a
practical way of implementing the ideas expressed in
this paper.

10

This illustration raises several issues that are beyond
the scope of this paper, such as the risk of free-riding,
etc. Whether there would be an economic demand for
the approach described herein is an open issue for
future research. However, one benefit of using a public
key cryptography approach is that only users who are
allowed to access the XARL document directly by the
assurance provider would have privity (i.e., able to sue
for negligence). We assume that at a low enough cost,
users would be motivated to purchase the assurance
from the assurance provider and that the assurance
provider would be economically motivated to provide
such assurance through the combination of fees paid by
the reporting entity and user fees.

11

Trust Services Principles and Criteria Version 1.0 is
published by the American Institute of Certified Public
Accountants and the Canadian Institute of Chartered
Accountants.

12

A taxonomy viewer application is available from XBRL
Solutions Inc. (http://www.xbrlsolutions.com). Please
note, that this viewer is designed for XBRL and requires
certain minor modifications in the XARL taxonomy to
enable the viewer to recognize it. To properly view the
taxonomy provided in this paper, this version of the
viewer requires the global replacement of “XARL” with
“XBRL”.

13

This and other examples of the XBRL and XARL
documents used as illustrations in this paper can be
downloaded from the following Web site:
http://arts.uwaterloo.ca/~jeboritz/XARL.

14

Please note that all XBRL examples used in this article
are based on version 1 of XBRL. The XBRL specification version 2.0 was publicly announced on Dec. 14,
2001. This specification is to be used to create XBRL
taxonomies. However, at the time this article was
prepared, no XBRL taxonomy based on version 2.0 was
available. Version 2.0 is significantly different from
version 1, but the key concepts described in this article
are still applicable.

15

In the example, assurance information is embedded in
the XBRL document by using XARL tags. However,
assurance information can be provided as a separate
document.

16

Cascading Style Sheets, level 1 (CSS1) is a W3C
Recommendation. It describes the CSS language as well
as a basic formatting model. Cascading Style Sheets,
level 2 (CSS2), which is also a W3C Recommendation,
builds on CSS1. It includes media-specific style sheets
(e.g. printers and aural devices), and element
positioning and tables.

17

eXtensible Stylesheet Language Transformations
(XSLT) has evolved from the early eXtensible Stylesheet
Language (XSL) standard. XSL consists of a language
for transforming XML documents and a language for
formatting XML documents. The XSL formatting
language, often called eXtensible Stylesheet Language
Formatting Objects (XSL-FO), provides means to
display data in some format and/or media. XSL transformations language, known as XSLT, provides means
to parse an XML document into a tree of nodes, and
then convert the source tree into a result tree. XSLT was
proposed and later accepted as a separate standard for
XML data transformation only. XSL is now generally
referred to as XSL Formatting Objects (XSL-FO), to
distinguish it from XSLT.

18

The stylesheet is embedded into the XARL document
to make the example simple. Like XBRL and XML, a
XARL document with stylesheets can be transformed
into other formats such as HTML, text, spreadsheet,
and database.

19

Microsoft Internet Explorer 6.0 is recommended for
viewing this example. Internet Explorer 5.0 and 5.5
include the Microsoft XML Parser (MSXML), which
includes an implementation of eXtensible Stylesheet
Language (XSL) that is based on a working draft of the
XSLT specification. The XSLT specification was
finalized on November 19, 1999. The MSXML parser
installed in Internet Explorer 5.0 and 5.5 does not
support the most current XSLT specification. Thus, a
reader of this article who uses Internet Explorer 5.0 or
5.5 must install MSXML version 3.0 or higher from
MSDN.microsoft.com/xml. Unfortunately, Netscape 6.2
does not support the XSLT specification. Therefore, the
example will not work in Netscape.

20

XML Encryption defines a format, data model, and
encryption syntax for encrypting content, along with
the information an intended recipient would be
required to decrypt to access data or files. Thus, XML
Encryption provides an encrypted key mechanism and
a method for providing a Uniform Resource Identifier
(URI) for a known key. It also supports XML Signature,
and interoperates with XML Schemas, as well as

supports the requirements of the Organization for the
Advancement of Structured Information Standards
(OASIS) XML-Based Security Services Technical
Committee (SSTC). OASIS is a not-for-profit, global
consortium that drives the development, convergence,
and adoption of e-business standards. For further
information, visit the XML Encryption Web site
http://www.w3.org/Encryption/2001/.
21

Please note that the example is based on the second
W3C Candidate Recommendation from the XML
Encryption Working Group. The final W3C
Recommendation may differ from this recommendation, but the key concepts described in this article are
still applicable.

22

In public key cryptography, the entire message is
typically not transformed with the private key, mainly
due to performance considerations. As an alternative, a
small unique part of the document, called a “hash” or
“digest”, is transformed instead of the whole document.
Since the digest is very sensitive to changes in the
original document, recipients can easily determine
whether the data was changed by comparing the digest
that was sent to them with the digest they calculated
from the data they received. In addition, recipients can
verify the source of the message by transforming the
hash with their private key.

23

For additional information please refer to Chapter 10 of
Electronic Commerce: Security, Risk Management, and
Control by Marilyn Greenstein and Miklos Vasarhelyi,
McGraw Hill Irwin, 2002.

24

XML Signature is being developed by a joint Working
Group of the W3C and the Internet Engineering Task
Force (IETF). IETF is an open international
community of network designers, operators, vendors,
and researchers concerned with the evolution of the
Internet architecture and the smooth operation of the
Internet. Their mission is “to develop an XMLcompliant syntax used for representing the signature of
Web resources and portions of protocol messages
(anything reference-able by a URL) and procedures for
computing and verifying such signatures.” It is open to
any interested individual. For further information, visit
the XML Signature Web site
(http://www.w3.org/Signature/).

25

Non-repudiation means that the signer of a document
cannot later disown the digital signature by claiming it
was forged.
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Abstract
The emergence of electronic commerce exchanges in
the organizational supply chain has created a demand for
increased accountability and control among transacting
parties. The provision of assurance services has the potential
to satisfy this demand, as a compensatory service for exchange
partners who would otherwise not have the capability to exercise control over a specific exchange they are involved with.
In business-to-business electronic commerce (B2B EC)
exchanges, there is a demand for assurance services to ensure
data integrity in many situations and types of events.
Trustworthiness must be communicated to users when an
exchange occurs; a possible way to accomplish this is through
the use of control templates, which can validate the content of
documents involved in the exchange. In consequence, this type
of validation must be provided through assurances at the data
level and must be based on the firm’s data model and its structural constraints. The present study examines the impact of
data-level assurances in minimizing the extent of relational
risk in an inter-organizational exchange. A simulated EC
exchange using eXtensible Markup Language (XML) was
custom-developed for this experiment to examine the extent
to which data assurances that are provided in a data exchange
influence the level of assessed risk in an inter-organizational
exchange. The results of the study indicate that the provision of
data-level assurances have a significant effect on the reduction
of relational risk. Furthermore, perceived risk within a specific
decision context was found to interact with the availability of
data-level assurances when subjects evaluated the overall risk
of engaging in transactions with the B2B EC exchange. These
results present implications for the demand and supply of
data-level assurances in information systems used in B2B EC
environments. The study makes important contributions to
both researchers and professionals that are evaluating the
effect of data-level assurances on the overall risk associated
with EC exchanges.

I. Introduction
The emergence of electronic commerce exchanges in
the organizational supply chain has created a demand for
increased accountability and control among transacting
32

parties. The provision of assurance services has the potential
to satisfy this demand as a compensatory service for
exchange partners who would otherwise not have the
capability to exercise control over a specific exchange
they are involved with. A diverse set of stakeholders in
contemporary organizations desire increased and more
valid information about the potential consequences of their
actions before they enter into risky behaviors. The American
Institute of Certified Public Accountants (AICPA) has shown
an early interest in the assurance market. According to the
AICPA, assurance services are “independent, professional
services that improve the quality of information or its
context of use for decision makers” (Elliott 1998). Thus,
assurance services can be described as activities conducted
by trusted professionals to certify and/or validate business
transactions in an organization’s supply chain, as in transactions between trading partners and/or between businesses
and consumers.
Such services could be used to satisfy assurance needs
about the authenticity of trading partners, the availability
and performance of services as promised, and compliance
with regulatory and/or operating procedures, as well as the
adequacy of internal control mechanisms (security and
integrity of transactions). Some of these assurance goals
can be satisfied through extant assurance services where
organizational policies and procedures for Web-based
transactions are reviewed and a seal of approval is provided
to signify satisfactory performance.
The legitimacy that is attributed to an organization
through such third-party assurances, as in the AICPA’s
WebTrust and SysTrust services, can enhance the level
of trust that might be perceived for that organization’s information systems and processes. However, these assurance
services are periodic in nature and do not consider the
dynamic status of data that is exchanged between trading
partners on a day-to-day basis, nor do they ensure that the
integrity of the exchanged data elements is continuously
maintained during processing and storage procedures. In an
open, Web-based electronic exchange between two trading
partners, i.e., in business-to-business electronic commerce
(B2B EC), data integrity must be ensured in all situations
©2003

and for all types of events. The trustworthiness of exchanged
data, therefore, cannot be adequately assessed by judging
the overall reliability of the information system on a periodic
review basis, as is being done in a SysTrust engagement.
Trustworthiness must be communicated to users in every
instance an exchange occurs. A possible way to accomplish
this is through the use of control templates, which can
validate the content of documents involved in the exchange.
As a result, this type of validation must be provided through
assurances at the data level and must be based on the firm’s
data model and its structural constraints.
Relational risk in an inter-organizational exchange has
been conceptualized in prior research as an outcome of a
trusting relationship (Mayer, Davis, and Schoorman 1995;
Sitkin and Pablo 1992). Relational risk is defined in this
research as the overall level of risk that is assessed in an
inter-organizational exchange. In B2B EC exchanges, a
certain degree of risk exists that is relative to the transacting
parties involved in the exchange. This overall assessed level
of risk is what is referred to in this work as relational risk.
The purpose of the present study is to examine the extent
to which data-level assurances in B2B EC can contribute to
minimize relational risk in an inter-organizational exchange.
A simulated EC data exchange using XML was customdeveloped for this study and employed in a controlled,
experimental setting to examine the extent to which the
availability of data assurances in the exchange influence the
level of overall assessed risk. Our results from a controlled
experimental setting indicate that the provision of data-level
assurances have a significant effect on the reduction of
relational risk. Furthermore, the degree of importance and
criticality attributed to the decision context was found to
interact with the availability of data-level assurances in
reducing relational risk. The results suggest significant implications for the demand and supply of data-level assurances
in information systems used in B2B EC environments.
Professional organizations such as the AICPA exhibit great
interest in identifying and making available such assurances
and could therefore benefit from these results. Additional
contributions of this research include making available a
simulated exchange that can be employed in experimental
settings, and a research instrument with measurement items
that can be used in future studies that examine the effect of
data-level assurances on EC transactions.

II. Conceptual Background And Reseach
Hypotheses
The demand for data-level assurances is conceptually
justified by the need to establish a sense of trust among

transacting parties in B2B EC. Trust among the parties,
however, can be effective when the level of data assurances
provided minimizes the negative effects of perceived risk in
the decision context. As a result, the conceptual model of the
study draws from the body of research that examines trust
and risk in inter-organizational exchanges.

Basic Concepts in Research Model
In the most recent inter-organizational research, the concept of trust has been critical in supplementing traditional
forms of governance that are presumed to describe businessto-business relationships (Das and Teng 1998; Hewett and
Bearden 2001; Nooteboom, Berger, and Noorderhaven 1997;
Rousseau, Sitkin, Burt, and Camerer 1998; Sako and Helper
1998). Trust also has been very instrumental in explaining
incidents of organizational behavior that assume a certain
degree of risk, especially business exchanges where risk is
relative to the specific partner with whom an organization
interacts (Nooteboom et al. 1997; Sheppard and Sherman
1998). Recent work in organizational behavior and theory
has attempted to better define the concept of interorganizational trust and distinguish its antecedents and
consequences (Mayer et al. 1995).
The need for trust arises only in a risky situation. As
a result, a perception of risk is prerequisite to trust; in a
business-to-business exchange, for example, a perception
of risk might be related to the sensitivity of the data transmitted between the two partners or the criticality of the
data exchange in terms of timeliness and accuracy. These
examples illustrate the degree of perceived risk that exists
in a specific situation. Perceived risk, therefore, describes
the situational risk that might exist in a specific decision
environment and is distinguished from other types of risk
defined here, such as relational risk. For a party to accept the
level of relational risk involved in an exchange and engage
in risk-taking behavior, however, a relationship of trust
should first be established. The definition of trust in a B2B
exchange could be based on a generalized definition from
the inter-organizational exchange literature (e.g., Mayer et
al. 1995). Trust in B2B exchanges, therefore, can be defined
as the willingness of a party (the trustor) to be vulnerable
to the actions of another party (the trustee) based on the
expectation that the other will perform a particular action
important to the trustor, irrespective of the ability to
monitor or control the trustee.
In the early information technology research (e.g., Bakos
1991; Malone et al. 1987), analogous theoretical arguments
were provided to explain vertical and hierarchical forms
of cooperation among trading partners in electronic
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relationships as mechanisms to reduce relational risk.
Information links among trading partners in a vertical market were explained in terms of an electronic hierarchy, where
information systems exist at the interface of the value-added
chain of a supplier and a customer. Traditional Electronic
Data Interchange (EDI) systems, for example, are characterized by these relationships. In these situations of bilateral
integration, entrance of new trading partners is often
restricted by the proprietary nature of the exchange and
by the high initial investment in hardware, software, and
training required. As a result, asset specificity of the
exchange is increased, thus enhancing the value of small
number exchanges (Williamson 1975) and providing a
cost advantage of internal organization (hierarchical
governance), leading to a reduction in relational risk.
In open-market exchanges where horizontal forms of cooperation among trading partners exist, these parties may
no longer be subjected to the same type of constraints as
in vertical markets. In addition, the role of a Value-Added
Network (VAN) to both facilitate and reduce the risk of
possible losses (threats) in the exchange no longer exists.
In such an “electronic market” environment (Bakos 1991),
inter-organizational systems are used to share information
multilaterally between potential buyers and sellers (e.g.,
sharing product catalogs, prices, et cetera), with a goal to
establish a bilateral relationship and allow a higher level
of electronic integration among trading partners. In
e-commerce exchanges, therefore, a certain degree of risk
exists that is relative to the transacting parties involved in
the exchange. This overall level of risk may be due to the
perceived riskiness in transaction processing. Perceived risk
in the decision environment, therefore, will influence the
extent to which a relationship of trust should exist in the
absence of direct control over the behavior of the other
party. Thus, organizational trust in EC exchanges serves as
an uncertainty absorption mechanism, since the willingness
of an organization to place trust in a partner acts as a buffer
to absorb uncertainty in the relationship without exercising
control over the exchange. Trustworthiness in a data
exchange must therefore be established in relation to a
firm’s electronic transactions that occur on a real-time basis
and must be communicated to users in every instance an
exchange occurs. Trustworthiness in data exchange or datalevel assurance can therefore be provided through the design
of a generalized schema that is available to all parties in the
exchange and ensures that both the format and content of
exchanged data conform to a firm’s data model and business
constraints. Figure 1 presents the basic research model for
the study.
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FIGURE 1
Research Model for the Study
Trustworthiness in Data
Exchange or Data-Level
Assurance
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The concepts and relationships identified in Figure 1 are
used to motivate the research hypotheses for the study.

Open (Web-based) Data Exchange in B2B
EC and Overall Risk Taking Behavior
Trust and data-level assurances in specific B2B
exchanges. In past inter-organizational research, a trustee’s
perceived trustworthiness (as judged by the trustor) has
been operationalized in terms of the trustee’s perceived
integrity and perceived benevolence (Mayer et al. 1995;
Nooteboom et al. 1997). Integrity refers to “the trustor’s
perception that the trustee adheres to a set of principles that
the trustor finds acceptable” (Mayer et al. 1995, p. 719),
while benevolence is defined as the “extent to which a trustee
is believed to want to do good for the trustor, aside from an
egocentric profit motive” (p. 718). In B2B EC,“perceived
integrity in the data exchange” could be defined as whether
the data involved in the exchange adheres to a set of principles or qualities that the trustor finds acceptable. Such
qualities for example, could consist of those information
qualities of timeliness, completeness, accuracy, comprehensiveness, verifiability, reliability, and validity of existence
(Nicolaou, Masoner, and Welker 1995).“Perceived benevolence in the data exchange,” on the other hand, could be
defined as the trustor’s assessed intention of the trustee to
successfully complete the data exchange. Benevolence can be
established after gaining some experience with the specific
exchange (e.g., Nooteboom et al. 1997) and is based on a
consistent sense of assurance that is communicated to one
party (the trustor) by the trustee’s information system in
processing exchanged data in an accurate and complete
manner. As a result of the above conjectures, the following
series of research hypotheses (in alternative form) can be
advanced:
In B2B EC, the provision of enhanced data-level assurance
will be:

H1a: negatively associated with the probability of having
lost transactions in the specific exchange;
H1b: negatively associated with the probability of
transmitting invalid data in the exchange;
H1c: positively associated with the probability of
successfully completing the specific transaction.
Perceived risk in a B2B decision context and overall
risk-taking behavior. A recent inter-disciplinary review of
trust has shown that risk is considered an essential condition
in psychological, sociological, and economic conceptualizations of trust (Rousseau et al. 1998). Risk, as defined by the
combinatory effect of the perceived probability of loss (loss
exposure) and the extent of loss (threat), when and if it
occurs, creates an opportunity for trust, which leads to
risk-taking. As a result, a perception of risk is prerequisite to
trust; as stated earlier, in B2B EC, a perception of risk might
be related to the sensitivity of the data transmitted between
the two partners or the criticality of the data exchange in
terms of timeliness and accuracy.
Relational risk as an outcome of a trusting relationship,
however, implies that one takes action with an expectation
of a positive or a negative outcome and is distinguished from
situational factors that necessitate trust (as in the perception
of risk that a particular information exchange with a given
trading partner will be unreliable or untimely). In traditional
electronic data interchange (EDI), trading partners ensure
trustworthiness in data transmission, accuracy, reliability,
timeliness, and completeness through the use of a valueadded network provider (VAN). The VAN serves as an intermediary that provides an effective substitute for the lack
of assurance that each trading partner would perform as
expected. In open, Web-based exchanges, however, although
disintermediation carries many apparent efficiency benefits,
it also poses certain risks that trading partners have to
assess. Assurance on Web site availability and good housekeeping practices (as that provided by a WebTrust seal),
or even assurance on information system integrity and adequacy of controls built into an internal system (as provided
by SysTrust), do not necessarily mean that adequate assurance is also available for data exchanged over a firm’s supply
chain. Additional data-level assurances may also be in
demand to ensure that both the format and content of data
exchanged through agreed-upon schemas conform to a
firm’s data model and constraints. Trust and risk-taking
behavior can be valid concepts only when partners can
choose among different courses of action. Trust would
therefore be expected to be more significant in open-market,
electronic exchanges. As a result, the following series of
research hypotheses are advanced (in alternative form):

H2a: The level of trust associated with a data exchange in
B2B EC will be negatively related to the overall
assessed risk (or relational risk) in the exchange.
H2b: The level of perceived risk within a specific decision
context will be directly related to the overall assessed
risk in the exchange.
H2c: An increase in the level of perceived risk within a
specific decision context will have a significantly
greater effect on the overall assessed risk when a
lower level of trust is attributed to the data exchange
than when a higher level of trust is evident.
Because relational risk is presumed to be a function of
trust in the exchange, the extent to which situational risk
attributes a sense of criticality or sensitivity in a specific
decision context can enhance or reduce the importance that
is placed on the provision of trustworthy data exchanges and
thus affect demand for data-level assurances. As a result, the
following research hypothesis is advanced:
H3: A higher level of perceived risk in a decision context,
combined with a lower level of trust in the data
exchange, will positively influence the demand for
data-level assurance in a specific B2B EC exchange.

III. Research Method
Development of Simulated Information
Processing Schema in B2B EC
For the purposes of this experiment, an information
exchange schema was developed to test the validity of the
conceptual arguments presented in the research hypotheses.
This effort corresponds to a generative-constructive research
method that usually precedes the logico-empiricist method
of hypothesis testing. This method promotes validity in the
conceptual domain since it allows for the detailed differentiation of features of the focal problem, while it contributes to
the generalizability, precision of measurement, and realism
of the project’s methodological domain (Brinberg and
McGrath 1985).
The information exchange schema developed in this
research assists in implementing an open architecture for the
interchange of business processing models and transaction
data in a B2B EC environment. XML provides a framework
for describing the syntax for creating and exchanging data
structures, and it also allows for simplicity (separation of
model schema for a specific business process from its datadriven instances or transaction requests), extensibility, interoperability, and openness (W3C 1999; 2000). The information-processing schema represents a generic document-type
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definition (DTD) for the purchasing business process, along
with detailed tag specifications and sample instance documents with transaction data. A model company was created
and a relational database (on an Structured Query Language
(SQL) database server) was developed that maintained
sample data. Instance documents, which are exchanged
between two simulated trading partners, are parsed and
validated against the developed XML schema, and then
translated into SQL statements in order to enter the model
company’s database and process the relevant requests. Figure
2-a presents the generalized model that was adopted for the
design of the XML-based information exchange schema.

The second data exchange provided a basic validation of
the format of transmitted data, without providing validation
of data content. This is referred to as the “Non-Assured
Business Data Exchange” (NABDE), and its design is
depicted in Figure 2-c.
FIGURE 2-C
Diagram of Non-Assured Business Data Exchange (NABDE)
Non Assured Business Data Exchange (NABDE)
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FIGURE 2-A
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The generalized model shown in Figure 2-a was subsequently employed to develop two different types of XMLbased business data exchanges. The first data exchange
provided real-time validation of both the format and content
of transaction data, and also provided an online real-time
search function to the user. This is referred to as the “Assured
Business Data Exchange” (ABDE), and its basic design is
depicted in Figure 2-b.
FIGURE 2-B
Diagram of Assured Business Data Exchange (ABDE)
Assured Business Data Exchange (ABDE)
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Instrument Development
The experiment’s instrument package that was provided
to the subjects consisted of several parts. The cover page
was a letter mandated by our institution where the students
signed to indicate their informed consent about their participation in the experiment. A one-page description about the
basic technology supporting a web-based exchange of data
using XML provided all subjects with a minimal common
basic knowledge about a generalized model of Web-based
e-commerce (EC) exchange. This basic description was
followed by a two-page description of the two types of business exchanges that were developed for this experiment. This
description explained features common to both exchanges
and further noted that “ABDE” provided real-time validation
of the content of transaction data and an online search
function, while “NABDE” did not provide these features.
After reading about both types of business exchanges, the
subjects were provided detailed instructions on how to enter
two transactions using each of them. These instructions
made the subjects familiar with how the business exchanges
worked and highlighted the unique validation features of
ABDE as compared to NABDE. The subjects were then asked
to respond to a series of 19 statements related to their “trust”
of the two data exchanges. For both exchanges, the subjects
responded by circling a number between 1 and 7 with the
end points labeled as strongly agree (disagree) and the
middle point identified as “neither agree nor disagree.” Six
of these statements were from the “System Trust Scale”
previously used and tested by McAllister (1995), one of the
statements asked about overall trust, and the remaining 11

items, which we identify as “data assurance items,” were
developed in this research (see table 1). These trust questions
were used as manipulation checks to verify that the instrument and the features presented about the two exchanges led
subjects to “trust” ABDE more than NABDE. As anticipated,
our tests indicated that for all items the subjects recorded a
higher trust in ABDE than NABDE. The mean difference
scores, with standard deviations, are presented in Table 2.
In all cases, differences between the scores for the two data
exchanges were significant at p < .0001.
TABLE 1
MANIPULATION CHECK ITEMS FOR TRUST AND DATA ASSURANCE
Panel A: Trust Scale Adapted from McAllister (1995)
Q1.
If people knew in detail the design and functionality of this system, they
would be more concerned and monitor its performance more closely.
(This item was reverse scored)
Q5.
Most people, even those who would just use this system for a single time,
would trust the system.
Q6.
Other people who must use this system would consider it to be
trustworthy.
Q9.
The provider of this system approaches his/her job with professionalism
and dedication.
Q15.
Given my experience with this system, I see no reason to doubt the
effectiveness of the system to carry out my transactions.
Q17.
I can rely on this system not to make my job more difficult by careless
work.
Panel B: Items Developed in this Research
Overall Trust:
Q2.
All in all, I trust this system.
Data Assurance Items:
Q3.
I am confident that the data I transmit through the system will be valid
and accepted by the vendor.
Q4.
The data I enter on the form is the same data received by the vendor.
Q7.
The system ensures the accuracy of the transmitted data.
Q8.
The transaction data transmitted is actually processed by the vendor.
Q10.
The data I enter on the system can be relied upon.
Q11.
I get the information I need in time.
Q12.
The system requires sufficient data to carry out transactions.
Q13.
I am confident that the data I transmit through the system will be
processed and my order executed.
Q14.
I am confident that the data I transmit through the system will reach its
destination.
Q16.
The system provides up-to-date information with regard to past
transactions.
Q18.
The system protects the data from unauthorized tampering during
transmission.
Q19.
The data I enter on the system is valid.
Notes:
1. The question numbering corresponds to the actual sequence in which each
question was asked on the measurement instrument.
1. The responses for all 19 times were measured on a “strongly agree” to “strongly
disagree” seven-point response scale and were obtained individually for both
“ABDE” and “NABDE”.
TABLE 2
DATA ANALYSIS FOR MANIPULATION CHECK ITEMS
N=66
Panel A: McAllister (1995) Trust Scale
ABDE ABDE NABDE NABDE Difference Difference Paired
Mean Std. Dev. Mean Std. Dev. Means
Std. Dev. t-test*
Q1
4.136 1.528
2.151
1.167
1.985
1.714
Q5
5.606 1.1078 3.197
1.747
2.409
1.840
Q6
5.591 1.022
2.742
1.305
2.848
1.6756
Q9
5.697 1.095
3.000
1.436
2.697
1.905
Q15
5.727 1.001
2.333
1.207
3.394
1.568
Q17
5.758 1.082
2.348
1.387
3.409
1.953
Six-Item Ave. 5.420 0.780
2.629
0.984
2.790
1.248
18.17

Panel B: Items developed in this research
ABDE ABDE NABDE NABDE Difference Difference
Mean Std. Dev. Mean Std. Dev. Means
Std. Dev.
Overall Trust:
Q2
5.697 1.189
2.364
1.236
3.333
1.630
Data Assurance Items:
Q3
6.030 0.822
2.364
1.185
3.667
1.482
Q4
5.894 0.947
4.121
1.844
1.773
1.821
Q7
5.864 1.051
2.561
1.426
3.303
1.789
Q8
5.561 1.010
3.440
1.490
2.121
1.844
Q10
5.773 0.856
3.061
1.435
2.712
1.547
Q11
6.000 1.023
3.364
2.043
2.636
2.050
Q12
5.970 1.109
4.379
1.920
1.591
1.856
Q13
6.000 0.804
2.712
1.476
3.288
1.699
Q14
5.924 0.791
4.106
1.764
1.818
1.762
Q16
6.136 0.910
2.788
1.819
3.348
2.094
Q18
4.561 1.383
3.636
1.388
0.924
1.667
Q19
5.758 1.178
3.470
2.025
2.288
2.066
* All t-statistics for mean difference scores were significant at p < .0001.

Paired
t-test*
16.62
20.11
7.91
15.00
9.35
14.24
10.45
6.96
15.73
8.38
12.99
4.50
9.00

Following these common parts of the package, each
subject received one of four different one-page case descriptions that were used to define the independent variables and
to separate the subjects into the four treatment groups. The
case scenario instructed the study participants to portray the
owner of a store that sold a variety of gift items. The store’s
success was very dependent upon sales around gift-giving
holidays, and the Christmas season and Valentine’s Day
were identified as two important times of the year. It was
explained that the supplier of the store’s products recently
had developed the Web-based ordering exchange that had
been described earlier in the experiment (and that the students had practiced). In the scenario, it was early December
and this was the first time the store owner had used this new
exchange to order products.
The experimental design was a 2 X 2 arrangement with
participants assigned randomly to one of four treatment
groups established by varying the type of exchange that was
available for the subjects to use (ABDE or NABDE) and the
risk associated with the product order (very low risk or very
high risk). The Valentine’s Day order represented an order
that was stated to be very low risk because the store owner
normally placed the order in early January and therefore
sufficient time was available to place the order again if there
were any problems. Because there was very little time to
spare if the order was not placed correctly the first time, the
Christmas season order was stated to be of very high risk
because the products were needed so quickly. The subjects
in each treatment group were instructed to enter two transactions that they were to consider as being representative of
the entire order for their particular season’s products. The
representative products to be ordered were substantially the
same so that this issue would not impact the results of the
experiment.
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To determine the effectiveness of our cases in establishing
the risk difference between the high-risk condition (Christmas order) and the low-risk condition (Valentine’s Day
order), we asked the subjects to respond to two questions
from two different perspectives. The first two manipulation
questions asked the subjects to rate the (a) importance and
(b) criticality of the accurate completion of their order for
their store’s success. The second two manipulation checks
asked the subjects to rate the (a) importance and (b) criticality of the timely fulfillment of their order by their supplier
for their store’s success. Table 3 shows that the subjects in the
high-risk groups differed from the low-risk groups in their
evaluation of the risk associated with the two questions and
two perspectives. The differences related to their evaluation
of the accurate completion of the order were both significant
at p < .10, and the differences related to their evaluation of
the timely fulfillment of the order were both significant at
p < .05. The details of the statistical results, including the
means and standard deviations are in Table 3.
TABLE 3
ANOVA RESULTS FOR MANIPULATION CHECKS ON PERCEIVED
(SITUATIONAL) RISK
Panel A: How would you rate the completion of this order for your store’s success?
A1. Seven-point scale with endpoints “not important” (1) and “important” (7)
Source Degrees of Freedom Sum of Squares F-Statistic
R-square
Model 1
2.97
3.38 (p = 0.07) 5%
Error 64
56.30
A2. Seven-point scale with endpoints “not critical” (1) and “critical” (7)
Source Degrees of Freedom Sum of Squares F-Statistic
R-square
Model 1
10.24
7.16 (p = 0.009) 10.1%
Error 64
91.52
Panel B: How would you rate the timely fulfillment of this order by your supplier for
your store’s success?
B1. Seven-point scale with endpoints “not important” (1) and “important” (7)
Source Degrees of Freedom Sum of Squares F-Statistic
R-square
Model 1
6.68
5.29 (p = 0.025) 7.6%
Error 64
80.85
B2. Seven-point scale with endpoints “not critical” (1) and “critical” (7)
Source Degrees of Freedom Sum of Squares F-Statistic
R-square
Model 1
6.06
4.75 (p = 0.033) 6.9%
Error 64
81.70
Panel C: Item means (standard deviations) by risk level
Level of Risk
N A1
A2
B1
B2
High (Christmas)
33 6.58 (0.83) 6.45 (0.90) 6.61 (0.61) 6.36 (0.65)
Low (Valentine’s Day) 33 6.15 (1.03) 5.67 (1.43) 5.97 (1.47) 5.76 (1.46)

The last section of the experiment package was a series of
questions that we used as the dependent variable measurement items. All of the measurement items were designed to
elicit a probability or likelihood response from the subjects.
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Subject Acquisition and Administration
Procedures
The subjects for this research were students at the
authors’ university. Although these students were not actually
store owners as described in the case, we think the nature of
the task is such that experience as a store owner was not a
necessity to our design. Rather, we designed the research
to utilize student participants who would have a more comprehensive knowledge of electronic commerce systems than
the average student. The subjects were undergraduate and
graduate students that were in either a course studying
electronic commerce or one studying accounting information systems, which included electronic commerce topics.
The experiment was administered during a normal class
period, and the classes each met in one of the computer
lab classrooms on campus. All subjects volunteered to
participate in the experiment, and some of the students in
the classes chose to work on other class assignments instead
of participating in the research project. All participating
students read and signed the informed consent statement
before participating, and no students who began the experiment subsequently withdrew from the subject pool nor
asked that their data not be utilized. No incentives were
provided to the subjects to gain their voluntary participation
in the project. After the collection of all materials, the
researcher who administered the experiment debriefed
the participants. Ample opportunity was provided to ask
questions, and we provided contact information in case
there were subsequent questions.

IV. Results
All subjects in the experiment had knowledge and
practice with both the exchange that provided real-time
validation of the transaction data (ABDE) and the exchange
that did not provide the real-time validation (NABDE).
However, as discussed above, the subjects randomly were
assigned treatment groups that allowed them to use only
one of the two exchanges. To test the first three research
hypotheses (H1a, H1b, and H1c), three dependent variable
questions were designed to determine if responses provided
by the subjects that utilized ABDE differed from responses
provided by subjects that were assigned to NABDE. For each
of the three questions, the subjects recorded a percentage
probability on an 11-point scale that had end-points of 0%
and 100% and where each point was a 10% point increment.
The results of the statistical analysis, as well as the means
and standard deviations for each item and experimental
condition, are presented in Table 4.

The question designed to test research hypothesis
H1a asked the subjects to consider the case and exchange
assigned to them and rate the probability of having lost
transactions when using the exchange. As predicted by the
hypothesis, the subjects using ABDE had a significantly
lower (p = .0001) mean probability of 27.3% as compared
to the subjects using NABDE who recorded a higher
probability of 67%.
The second question, designed to test H1b, asked subjects
to consider the case and exchange assigned to them and
to rate the probability of transmitting invalid data when
carrying out their transactions on their assigned exchange.
The subjects also responded as predicted for this question.
The ABDE subjects had a significantly lower (p = .0001)
mean probability of 26.7% as compared to the subjects
using NABDE who recorded a higher probability of 77.9%.
The last of these questions, designed to test H1c, was
a reverse scored item that required the subjects to rate the
probability of their transactions being successfully completed
using their assigned exchange. This question was reverse
scored so that our analysis would present a higher level of
success as being on the lower end of the scale, which is
consistent with the analysis of responses on the other items.
As shown in table 4, the results for this test also supported
the hypothesis. The mean (reverse scored) value for ABDE
subjects was 2.40 as compared to a significantly greater
(p = .0001) value of 6.88 for the subjects in NABDE.

Research hypothesis H2 predicted an interaction effect
between the level of trustworthiness provided by the data
exchange used by a subject and degree of perceived risk in
the decision context in affecting the extent of overall risk in
the information exchange. Table 5 presents the measurement
item designed to test the hypothesis, along with item mean
and standard deviation values by experimental condition.
TABLE 5
ITEM DESCRIPTION AND RESULTS ON OVERALL (RELATIONAL) RISK
HYPOTHESIS
PANEL A – Item Description for Dependent Variable Used in the Analysis
H2. Considering the case and the system assigned to you, how would you rate the
overall risk of engaging in transactions with this system?
(Responses were measured on a 7-point scale, with “extremely low” (1) and
“extremely high” (7) endpoints.)
PANEL B – Means, Standard Deviations and ANOVA Results
Cell Means and Standard Deviations
Level of Risk
Type of System
N
Means (Std. Deviations)
High (Christmas)
ABDE
17
2.53 (1.42)
High (Christmas)
NABDE
16
5.88 (0.89)
Low (Valentine’s Day)
ABDE
16
2.13 (1.03)
Low (Valentine’s Day)
NABDE
17
4.65 (1.54)
Analysis of Variance
Source Degrees of Freedom Sum of Squares F-Statistic
R-square
Model
3
153.41
32.48 (p < 0.0001) 61.11%
Error
62
97.62
Independent Variables: Degrees of Freedom
MSE
F-statistic
RISK
1
8.73
5.54 (p = .0217)
SYSTEM
1
139.64
88.69 (p < .0001)
RISK * SYSTEM
1
5.05
3.21 (p = .0782)
Interaction Effect
Overall Risk Hypothesis
Overall Risk

TABLE 4
MEANS AND ANOVA RESULTS
PROBABILITY ESTIMATE DEPENDENT VARIABLE MEASUREMENTS
PANEL A
H1a: Considering the case and the system assigned to you, how would you rate the
probability of having lost transactions when using this system?
Source Degrees of Freedom Sum of Squares F-statistic
R-square
Model 1
260.02
68.90 (p < 0.0001) 51.84%
Error 64
241.52
H1b: Considering the case and the system assigned to you, how would you rate the
probability of transmitting invalid data when carrying out your transactions
using this system?
Source Degrees of Freedom Sum of Squares F-statistic
R-square
Model 1
432.74
116.93 (p < 0.0001) 64.63%
Error 64
236.85
H1c: Considering the case and the system assigned to you, how would you rate the
probability of your transactions being successfully completed using this
system? (The subjects’ responses for this item were reverse scored.)
Source Degrees of Freedom Sum of Squares F-statistic
R-square
Model 1
331.88
92.59 (p < 0.0001) 59.13%
Error 64
229.39
PANEL B
Item means (standard deviations) for each dependent variable by type of data
exchange (A or B)
System Identifier
N
H1a
H1b
H1c
ABDE
33
2.73 (1.48)
2.67 (1.41)
2.40 (1.34)
NABDE
33
6.70 (2.31)
7.79 (2.33)
6.88 (2.32)
Note: The responses for each of these items were measured on an 11-point scale,
indicating a range of percentages from 0% to 100%, using a 10-percentagepoint increment.

7
6
5
4
3
2
1
0

5.88
4.65
2.53
2.13

High Risk
Low Risk

1
2
Systems ADBE = #1; NABDE = #2

The question designed to investigate H2 required the
subjects to rate the overall risk of engaging in transactions
with this system. Their responses were measured on a 7point scale with extremely low (1) and extremely high (7) as
endpoints. As shown in Table 5, our analysis of the subjects’
evaluation of the overall risk of engaging in transactions
indicated that the type of exchange they were assigned to
had a very significant effect upon their responses (F = 88.69,
p = .0001), thus providing strong support for H2a. Furthermore, as predicted by H2b, there was a clearly significant
effect related to the risk treatment (high or low) to which
the subjects were assigned (F = 5.54, p = .0217). The more
dominant effect related to the exchange assignment can be
identified by the subjects’ much higher probability estimates
of overall risk when the subjects were assigned the NABDE
that did not have real time validation. Although the effect
was less significant, when the type of exchange was held
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constant, the subjects in the high-risk conditions indicated a
markedly higher probability estimate about the overall risk.
The interaction of these two treatment effects was marginally
significant (F = 3.21, p = .078), thus providing some support
for research hypothesis H2c.
The last two dependent variable questions were designed
to address our hypothesis H3, which investigated the main
effects for the two exchanges and the main effects for our
risk treatment on the demand for incremental data assurance
in the information exchange. These two questions were
analyzed with a multivariate analysis of variance approach
using repeated measures. Item descriptions and empirical
results are shown in Table 6.
TABLE 6
ITEM DESCRIPTIONS AND MULTIVARIATE RESULTS ON THE EFFECT OF
SYSTEM AND PERCEIVED (SITUATIONAL) RISK ON DEMAND FOR
ASSURANCE (HYPOTHESIS H3)
PANEL A – Item Descriptions for Dependent Variables Used in the Analysis
1. Considering the case and the system assigned to you, if you had the opportunity to
pay a fee to use the alternative system available by this product vendor, what is
the likelihood that you would pay this incremental fee?
(Responses were measured on a 7-point scale, with “extremely likely” (1) and
“extremely unlikely” (7) endpoints.
2. Considering the events described in the case, if you had the opportunity to pay a fee
to use an entirely different system (other than the two provided by this product
vendor) that would provide additional confidence in your data exchange, what is
the likelihood that you would pay this incremental fee?
(Responses were measured on a 7-point scale, with “extremely likely” (1) and
“extremely unlikely” (7) endpoints.
PANEL B – Multivariate Analysis for Repeated Measures on the Two Dependent
Items Within Subjects
MANOVA Exact F statistic for the Hypothesis of: F-statistic
-No Overall Risk Effect:
1.09
p = 0.3432
-No Overall System Effect:
172.04
p < 0.0001
PANEL C – Means, Standard Deviations and ANOVA Results
1: Likelihood to Incur Incremental Fee to Use Alternative System.
Cell Means and Standard Deviations
Level of Risk
Type of System N
Means (Std. Deviations)
High (Christmas)
ABDE
17
1.65 (0.70)
High (Christmas)
NABDE
16
6.19 (0.66)
Low (Valentine’s Day)
ABDE
16
2.00 (1.21)
Low (Valentine’s Day)
NABDE
17
6.06 (1.09)
Analysis of Variance
Source Degrees of Freedom Sum of Squares F-Statistic
R-square
Model 2
306.48
174.09 (p < 0.0001) 84.68%
Error
63
55.45
Independent Variables: Degrees of Freedom
MSE
F-statistic
RISK
1
0.97
1.10 (p = .30)
SYSTEM
1
305.52
347.09 (p < .0001)
2: Likelihood to Incur Incremental Fee to Use Different System with Increased
Data Assurance.
Cell Means and Standard Deviations
Level of Risk
Type of System N
Means (Std. Deviations)
High (Christmas)
ABDE
17
4.35 (1.50)
High (Christmas)
NABDE
16
6.06 (0.93)
Low (Valentine’s Day)
ABDE
16
4.19 (1.38)
Low (Valentine’s Day)
NABDE
17
5.59 (1.33)
Analysis of Variance
Source Degrees of Freedom Sum of Squares F-Statistic
R-square
Model 2
40.64
12.05 (p < 0.0001) 27.67%
Error
63
106.23
Independent Variables: Degrees of Freedom
MSE
F-statistic
RISK
1
1.23
0.73 (p = .40)
SYSTEM
1
39.41
23.37 (p < .0001)
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The first question asked the subjects if they had the
opportunity to pay a fee to use the alternative system available by this product vendor, what is the likelihood that they
would pay this incremental fee. The second question asked
if they had the opportunity to pay a fee to use an entirely
different system (other than the two provided by the product
vendor in the experiment) that would provide additional
confidence in their data exchange, what is the likelihood that
they would pay this incremental fee. The responses for both
items were recorded on a 7-point scale with the endpoints
extremely likely (1) and extremely unlikely (7).
A Multiple Analysis of Variance (MANOVA) evaluation
was run to determine the multivariate overall effects for the
risk treatment and the type of exchange (system) treatment
on both dependent variables. Our results indicated that the
null hypothesis of no overall risk effect could not be rejected
(p = .3432), while the null hypothesis of no overall system
effect could be rejected at p < .0001. After determining from
the MANOVA results that the model did indicate statistically
significant results for at least one main effect, we proceeded
to conduct an Analysis Of Variance (ANOVA) analysis of the
system and risk for each question individually.
Hypothesis H3 predicted that the demand for data-level
assurance in a specific B2B EC exchange will be positively
influenced when a high level of perceived risk in the decision
context is combined with a lower level of trust in the data
exchange. The measurement of this effect was carried out
by assuming that subjects in the NABDE treatment groups
would be more likely to pay an incremental fee to use the
ABDE than the subjects in the ABDE group would be
willing to pay extra to use NABDE. Our results supported
this hypothesis (F = 347.09, p < .0001). However, our results
did not support the theory that situational risk also would
influence the subjects’ judgments (F = 1.10, p = .30).
Although the means from the subjects in the ABDE groups
were noticeably less than the means from the NABDE subjects, there was no significant difference between the two risk
levels within either exchange (see panel C of table 6).
Additional exploration of the subjects’ willingness to pay
more for a better system was conducted by our examination
of H3 with the second dependent variable question. The
results were similar to those found with the first question.
The subjects who were assigned the exchange without the
real-time validation were more willing to incur an incremental fee to use a different system with increased data assurance
than the subjects who were assigned the exchange with the
real-time validation (F = 23.37, p < .0001), while the effect
of risk of the particular transaction did not significantly
affect the subjects’ judgments (F = 0.73, p = .40), as shown
in panel C of Table 6.

V. Summary And Conclusions
Our study provides the first step into a long research
agenda dealing with demand for data-level assurances in
business reporting. The present study provides some
evidence that supports the incremental value of data-level
assurances. While system professionals and professional
organizations in accounting have emphasized the provision
of assurance services that focus on network security and
Web site availability, there has not been any systematic
examination of data-level assurances that are carried out
on a real-time basis. This study has presented insights from
the literature on information systems effectiveness and trust
in inter-organizational relationships to develop its major
research hypotheses.
The first research hypothesis predicted that the provision
of data-level assurance in an information exchange would
result in a number of positive outcomes, such as minimizing
the probability of lost transactions or the probability of
transmitting invalid data, and maximizing the probability
of successfully completing the transaction. Our results
demonstrated that the use of a data exchange that actually
provides data-level assurances can result in all of these
outcomes, at least to the extent that these were perceived
as desirable outcomes by our student subjects.
The second hypothesis predicted that overall risk in a
relational exchange is a function of trust in the exchange as
well as the degree of perceived risk for the specific decision
context. Our results clearly supported these premises. In
addition, we also predicted that overall risk would be greater
when a lower-level trust in the exchange and a higher level
of perceived risk in the decision context were combined.
This interaction effect was marginally supported by the data,
suggesting that the increase in the overall risk of an information exchange is greater than the simple increase in the level
of situational risk in the decision context, as the level of data
assurance provided in the exchange is reduced. Given a level
of perceived risk in the decision environment, therefore, an
information exchange can be assessed as less or more risky,
if data-level assurance is or is not provided. This conclusion
can justify the supply of data-level assurances in selected
situations only, where perceived risk in the decision context
is expected to be of very high importance. However, given
the marginal significance of our results, future research is
needed to further examine this conjecture.

The third research hypothesis has shown that lower
levels of data-level assurances in an exchange would lead
users to be willing to incur additional expenditures in order
to acquire increased assurance, while users would also incrementally value additional levels of data assurance. In general,
the results on this hypothesis also provide some support
for the importance of data-level assurances in interorganizational information exchanges.
The study has therefore contributed some useful results
with regard to the provision of data-level assurances. Like
all studies, however, the results presented here have to be
interpreted within the context that the study was carried
out and cannot be overgeneralized. The data exchange developed in the study to carry out the necessary transactions
was a simulated Web-based system using XML, where in
real-world exchanges, more advanced systems with greater
variations in data assurance would be available for use.
The risk manipulations introduced into the experiment
seemed to work reasonably well, even though most subjects
perceived high levels of risk in their decision contexts,
irrespective of the intentions of the experimenters.
The AICPA and other third parties and professional
organizations could be involved in future efforts to provide
data-level assurances on business data that are exchanged
as part of eXtensible Business Reporting Language (XBRLbased) reports, especially as GL-XBRL becomes more
widespread and transaction-type data is more frequently
exchanged. Real-world decision makers would most likely
have access to data that carry different levels of assurance.
In such cases, real-world decision makers would be more
representative subjects, since they would not only have prior
experience with similar decision situations but also would
be able to more readily identify subtle differences in data
assurances provided by various third parties. This issue,
however, is left for future research.
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Abstract
This research develops a framework for deploying software
agents in e-commerce applications. A transaction agent is a
specialized software component that cooperatively interacts
with the data-capture facilities of a transaction-processing
system at the point or band of capture, such as the Web
server and browser. The generalized framework provides
means for checking transaction validity and accuracy within
the Internet model of data communications as well as XBRL
taxonomies or other data format checks. It also provides the
functionality to cooperate with management authorization
software to terminate or correct classes of transactions.

I. Introduction
This research details a model of software transaction
agents in e-commerce settings. It is shown to fit into the
program of research in continuous auditing (CA) detailed
by Kogan et al (1999). The research is of interest to people
considering the implications of XBRL, continuous auditing,
and software agents systems in business and specifically
accounting environments. It provides a description of the
use of software agents as internal controls rather than as data
collection tools having consequences for internal control
systems. The model is derived by considering software
agents generally and then introducing a transaction setting
in which the agents will operate. The transaction setting is
then further restricted to e-commerce (financial) settings.
This further restriction is informed by using the Committee
Of Sponsoring Organization (COSO) and Control Objectives for Information and related Technology (COBIT) audit
models. The intent of this is to make the model relevant in
continuous audit environments. We then look at the implementation of the model in eXtensible Markup Language
(XML) and eXtensible Business Reporting Language
(XBRL) application environments. The XBRL application
environment considered includes the XBRL General Ledger
extensions. The model provides a framework to use when
considering how and where agent technologies might best
be deployed in such application environments for purposes
of internal control and continuous auditing. At the end of
the paper, we consider transaction agent use in non-XML
application environments for these same purposes. A discussion of the focus of this research in a continuous auditing
©2003

program of research precedes the discussion of software
agents and the derivation of the framework.
Kogan et al (1999) detail a program of research in
continuous auditing, referred to in that paper as continuous
online auditing. Their program consists of three major
issues: architectural issues relating to CA, factors affecting
CA, and the effects/consequences of CA. They divide the
first issue into four subcomponents: system architecture,
audit parameters, information processing, and security.
Factors affecting CA include functional areas, industry,
and internal vs. external audit. Effects/consequences of CA
is broken down to five subcomponents: agency costs, quality
of audit, behavioral effects, auditor’s independence, and
internal auditing. This paper falls into the architectural
issues category using their classification scheme. Further,
it addresses elements of three of the subcomponents of this
major issue: system architecture, information processing,
and security. It is foremost a system architecture specification in that it relates formal systems specifications, and agent
communities in XBRL implementation environments to
audit objectives as evidenced in internal control systems. As
such, it also contains aspects of security, again as evidenced
by the implemented systems of internal controls. Finally,
it includes the data capture component of information
processing by its exploration of the effects of XML and
XBRL representations on CA.

Generalized Software Agents
Software agents have been used in a variety of settings
over the past decade. Agent implementations have appeared
in product design, planning and scheduling, and real-time
control settings. There are also many conceptual schemas
describing agent architectures (Fingar 1998, Farhoodi and
Fingar 1997, Greenstein and Feinman 2000). Before we
discuss transaction agents in more detail, we will compare
and contrast software agents to two other software design
concepts: third-generation programming languages (C,
Pascal) and object-oriented languages (C++, Java). We
will call program components written in third-generation
languages modules, and program components written in
object-oriented languages objects (see Table 1). Modules
and objects are differentiated along three characteristics:
class, polymorphism, and inheritance (encapsulation).
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Modules typically specify data structures and processes
(functions) independently of other modules. There is little to
no sharing of data or process definitions in third-generation
programming. By contrast, object-oriented programming
defines a class of objects all of which share common data
and processes (methods). Additionally, processes can operate
differently on different classes by the characteristic of polymorphism. For example, the close operation would behave
differently on different classes of accounts by zeroing out
expenses but not liabilities. Finally, the classes can be
designed in a hierarchical structure where appropriate and
inherit properties from classes higher up in the hierarchy.
For instance, the bike class attributes of wheels, frame,
pedals, and seat would be inherited by both the mountain
bike class and the road-bike class.
Table 1 – A Comparison of Modules, Objects, and Agents
Modules
Objects
Class
No
Yes
Polymorphism
No
Yes
Inheritance
No
Yes
Autonomy
No
Some
Flexibility
No
No
Thread of Control
No
No

Agents
Yes
Yes
Yes
Yes
Yes
Yes

There are three distinctions contrasting agents and
objects: autonomy, flexibility, and threads of control. While
agents are often built with object-oriented technologies,
they possess properties that are not inherent in the object
model. An object-oriented design requires that objects
respond to invoked methods on demand. That is, if one
object calls a method that is implemented in another object,
the second object is constrained to comply with the request.
This entails a loss of autonomy on the part of the called
object. By contrast, agents do not communicate with other
agents; they must negotiate with those agents. Another way
to understand this idea is to realize that object-oriented
systems are built to satisfy common goals, whereas agents are
designed without foreknowledge of what other agents they
may come into contact with. If one agent requests an action
from another agent, it may not be in the second agent’s best
interest to comply, given its goals. Therefore, agents are more
autonomous than objects. An autonomous agent is one that
“lives” in its environment without human intervention. The
idea is similar to a terminate-and-stay resident program.
Once an autonomous agent is invoked, it remains ready to
perform its tasks as needed. Autonomy also implies an environment in which the agent operates. The agent is designed
to accept inputs from its environment and to react to those
inputs. The UNIX operating system supports this concept by
allowing processes to be run as daemons. A familiar daemon

is a Web server listening to a port, usually port 80, for a
request from a client. The Web server program remains
running in the background until it receives its next request
from a browser for a page or another service.
The second distinction between agents and objects is that
of intelligence. The daemonized Web server is autonomous
but not intelligent. Agent intelligence is characterized by
three criteria. Reaction to stimuli in its environment is the
first criteria of agent intelligence. The Web server can be
characterized as reacting to stimuli: a request for a web
page from its environment. The second criterion of agent
intelligence is proactivity. Intelligent agents are able to satisfy,
whether in whole or in part, defined goals in their environments. While a Web server would not typically be considered
proactive, search bots are proactive in that they go out into
the Internet to collect information about the content of Web
pages and Web sites. The final criterion of agent intelligence
is social ability. Intelligent agents interact with other agents
to form agent communities or agent ecologies. Search bots
that share information with other search bots evidence social
ability. We will come back to this idea later in the paper.
The last distinction between agents and objects involves
threads of control. A thread of control in a software system
determines the order of processing that occurs as the system
executes. While there are multi-threaded, object-oriented
systems, each object in such a system does not usually have
its own thread of control. By contrast, each agent generally
has its own thread of control. This distinction is really a
matter of system implementation and will not be further
considered here.
In this paper, we consider agents generally to have two
characteristics: autonomy and intelligence. Agent technologies are a natural fit in the Internet 1 environment, although
not all of these are intelligent. The use of Web browsers and
Web-search engines of various complexities is well known. It
is perhaps less well known and understood that the Internet
is fundamentally a distributed, data-sharing community.
Moving the packets through the Internet requires a
complex process of communication of machine names
and addresses at several levels. In addition, communication
and coordination among and between layers of the protocol
stacks is extensive. Even if we agree that this activity does not
constitute an agent community, we cannot deny that it is an
interesting and rich environment where agent activities can
occur. This is exactly the environment in which we define
transactions and transaction agents.

1 Although we use the term Internet throughout the paper, the results apply equally well to VPN environments and mixed Internet VPN environments.
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II. Transaction Agents
Transaction agents are designed to work in environments
characterized by exchanges between two or more systems.
Furthermore, they are designed to support those exchanges
or transactions in some fashion. We need to clarify the twin
concepts of system and exchange to make this a working
definition. By system, we mean just information and other
resources surrounded by a known boundary. Two servers
on the Internet can be considered as independent systems.
By exchange, we mean communication between the two
systems. A one-way exchange would be characterized by one
system producing an output that can be transmitted to the
other system and accepted as an input on that system. Most
exchanges will be two-way or interactive. The concept of
an environment populated by transacting systems naturally
lends itself to a community of software agents with individual agents on both systems involved in the exchange. While
it is certainly possible to build an agent model on only one
system, we will not consider that as a transaction agent
model. Transaction agents, then, are able to communicate
about the exchanges that occur between systems in their
environment. For instance, they might keep details of
exchanges and communicate summary results to the other
system, thus reducing the risk of lost transaction data.
The concept of transaction used in this paper needs to
be distinguished from that used in Transaction Cost Theory.
Transaction Cost Theory takes a macroeconomic view of
capital resource allocations in an economy. It is concerned
with the transaction costs incurred by the knowledge
specialization inherent among suppliers of capital and the
financial managers and operational managers of that capital
employed in specific organizations. In contrast, the perspective employed here is microeconomic in nature. The transactions are the day-to-day, operational transactions of buying
and selling that typically occur between two firms. However,
the management control implications of the framework
presented here are related to Transaction Cost Theory. See
Roland Speklé’s “Towards a Transaction Cost Theory of
Management Control” for an interesting analysis of this
problem.
The idea of transaction agents is extended to e-commerce
contexts in a natural way. That is to say that it is a commercial exchange involving buying and selling or providing
financial data. E-commerce transactions are characterized
by the following components. First, there is a communication
channel between the trading partners. Next, for each partner,
there is a translation interface that transforms the internal
representation of commercial data into a common external

representation used in the exchange. This is where XML
and XBRL, including eXtensible Business Reporting
Language General Ledger (XBRL GL), come into the
model. Finally, there are the back-office processing and
database components. Agent activities can occur at the
channel level by tracking transmissions and communicating
summary statistics to the trading partner. This same type of
communication can also be collected by agents operating at
the translation, processing, or database component level.
Consider the example of Web-based transaction agents.
Using a simple XBRL example, a customer visits EDGAR,
chooses a company and downloads a balance sheet instance
document. The transaction is purchasing the document
for the current fee of x dollar. Agents might be used in this
scenario to automate the process for a list of requested
companies created during the day and downloaded at nonpeak hours for processing the next day. Transaction agents
could be used to invoke a validation procedure on the
retrieved files, thus helping to ensure proper transmission.

III. Points And Bands Of Control In
The Model
In this paper, we are considering an e-commerce transaction model that includes a communications channel, a
translation interface, processing, and database components
for each partner (see Figure 1). In this model, a point of
control refers to a single control activity and a band of control refers to multiple activities that could span components
of the e-commerce context. If we extend this idea to agents,
then an agent that performed a single control task would be
exercising control at that point in the system. An agent or
group of agents that performed multiple activities would be
exercising control at that control band of the system. If the
group of agents were a community that communicated and
interacted with one another, then we say that the community
is exercising a system of controls at that control band. This
flexible definition allows us to design arbitrary agents or
agent communities to effect controls and systems of control.
FIGURE 1: THE GENERALIZED E-COMMERCE TRANSACTION MODEL
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Transaction Agents: Deriving the
Generalized Framework
Now, consider two models of internal control and how
they relate to transaction agents in e-commerce setting. The
first control model is from the Committee of Sponsoring
Organizations, the COSO model. It consists of five components: the control environment, risk assessment, control
activities, monitoring, and information and communication.
Although arguments could plausibly be made to include
all five of these areas in a transaction agent model, it is not
clear that the control environment needs to be included in
technologies that are in the main application or application
system specific. Therefore, we will drop the control environment from further consideration in this paper. Clearly, risk
assessment is a relevant and major factor in choosing what
control activities might be implemented by transaction
agents or agent communities. Either the control activities
will be directly implemented by the agents, or they will be
defined through agent interactions. The monitoring function
is also clearly relevant to agent implementations. Finally,
information and communication will occur not only within
the agent community but also between that community and
management as well.
The other control model is Control Objectives for
Information and related Technology (COBIT). It consists
of four objectives: planning and organizing, acquisition
and implementation, delivery and support, and monitoring.
Acquisition and implementation of information technologies
will only be considered from the purchasing perspective
in this paper. In addition, delivery and support of the information technologies is not relevant to transaction agents
of the type we are considering. Monitoring has already been
seen as relevant per the COSO model. Planning and organizing exchange systems is a relevant area for transaction agents
because of the monitoring data they may provide which is
useful for planning and systems-design purposes.
Additionally, some agent societies are capable of selforganization during operation. We say that these societies
evolve over time. In this paper, we confine our scope to the
risk reducing functions of implemented transaction agents.
We consider the control components’ risk assessment, control activities, monitoring, information and communication,
planning and organizing, and acquisition and implementation to be legitimate control contexts for transaction agent
designs in e-commerce settings. The combination of the
e-commerce transaction model with these six control components provides a generalized framework of transaction
agents in e-commerce (see Figure 2). Details of how agents
might be used in these areas are described next.
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FIGURE 2: A GENERALIZED FRAMEWORK OF TRANSACTION AGENT
ACTIVITIES WITHIN THE E-COMMERCE TRANSACTION MODEL
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When we are considering internal controls and agents,
the match of agent communities to systems of internal
control is especially relevant. This is particularly true
in the case of risk assessment. While we might think about
a point of risk from the perspective of internal control,
the idea does not translate well from the perspective of a
software agent’s activity. This is because the agent’s activities,
reading a memory location for instance, are not in one-toone correspondence with the system of internal control.
That is, the design problem is not trivial. In the case of risk
assessment, agent activities include data collection, trending
the data over time, and communication of the trends. The
aggregation of these activities defines the risk-assessment
process. An example of agent-based, risk-assessment activities is using agents to help determine whether validation of
individual, line-item amounts in a purchase order is superior
to only validating the total dollar amount of the purchase
order. This situation illustrates how risk assessment is closely
tied to costs, in this case the cost of processing more details
for validity. This example is indicated by (a) in Figure 2. The
example of risk assessment is continued in some of the other
control objectives discussed next.
Consider control activities that are part of risk assessment.
Keeping track of technology, legal, or economic changes in the
businesses environment is an essential activity that is well
suited to implementation by software agents. Bands of control
can be applications, such as sales or inventory, or model
components: the channel, translation interface, processing,
or database. Agent activities at the application level include
validation and evidencing authorization. At the component
level, possible activities include searching event logs for
unusual items and testing connectivity with business
partners (see (b) in Figure 2).
Transaction agents are naturally suited to serve as
monitors of other software applications. In addition to
simple monitoring activities, such as tracking inventory

levels (see (c) in Figure 2), agents can be designed to monitor
other agents. There has been a lot of theoretical work done
on building stable agent communities. Holland’s Hidden
Order is a very assessable first pass at some of this work.
Monitoring, measuring, and communication through information exchange between agents are very important in these
contexts. An example of the type of monitoring activity
that an agent community could be designed to accomplish
is watching for changes in an underlying population data
distribution, such as a change in mean, variance, or form.
This type of work will therefore be very important in
building agent communities as systems of internal control.
The use of agents in the communication of control in
internal control settings can be viewed as a set of communication strategies. These strategies consist of communication
protocols among agents of the same type and among agents
of different types. Other strategies include communication
protocols within agent communities (see (d) in Figure 2),
protocols for communication with management, and
communication with the agent’s environment. These protocols will lend themselves to method sharing and inheritance
in object-oriented design environments. The cost structure
and benefits of different protocol strategies can also be
studied and the results used to make decisions about
implementation.
The next control objective includes planning and
organizing systems, controls, and systems of control. Again,
by its nature this is a systemic objective. Bands of control
will be evidenced by any agent community that can exhibit
self-organization. Self-organization is the capacity for
complex systems to evolve into new structures with new
processes (activities) as conditions change. This is the very
nature of planning. In this context, it is interesting to note
that a point of control becomes a band of control if the
agents that constitute the point are capable of evolving.
As was noted previously, the last control objective is a
rather restricted area for software agents considering what
COBIT means by acquisition and implementation. If we
consider acquisition as an application, however, we do have
a well-known agent implementation of the application in the
form of the purchasing agents that crawl the Web looking
for the best prices and return them to its invoker (see (e) in
Figure 2). The example can be extended into the context of
internal control by conceiving of a quality control feedback
loop, implemented by transaction agents, which monitors
and reports actual product quality versus product quality
reported by the vendor. This example is very similar operationally to the risk assessment scenario reported above.

Transaction Agents at the Application
Level
XML-based agents will have to work with XML and in
XML-processing environments. They are unlikely to be
written in XML, however. XML is inherently at the translation interface component level of our e-commerce model.
The question is how transaction agents can interact with
XML in e-commerce applications. There are two basic types
of XML processing technologies. The first is the Document
Object Model or DOM. The DOM is a tree representation
of an XML document that is stored in memory. The DOM
is usually created by the XML parser at run time. This gives
two ways for agents to access the DOM data. The first is by
directly accessing the DOM in memory. The second is
through Application Program Interface (API) calls to the
XML parser. The second type of XML processing is by
using the Simple API for XML (SAX), an open-source API
standard that works with XML parsers. So again, we have
available API calls to use when building agents with SAX
technology. It would also be possible to build an agent to
perform the XML parsing and pass the relevant results to
other agents, but it is unlikely that this will prove to be necessary in real-world situations. The concept of XML parsing
will be discussed further in the section on validation below.
XBRL-based agents will mainly follow the lines of XML
agents as sketched above but with a few differences. When
designing XBRL-based agents, the variety of schemas,
Document Type Definitions, etc., likely to be encountered
will be considerably fewer than with general XML. This
will simplify the task of creating these agents. In addition, if
we use object-oriented agent designs, XBRL-based agents
may be able to inherit some features of XML-based agents,
particularly methods and object classes.

XBRL Agent Activities
This section discusses transaction agent activities in
XBRL environments (see Figure 3 for the location of XBRL
in the generalized framework). The following discussion
applies equally well to XML and XBRL environments. First,
we discuss how the term “validation” is currently used in
the XML literature. Next, we look at how agents can be
used to extend this definition of validation into senses
more common in internal control models. Finally, we will
look at some non-validation opportunities for transaction
agents in XBRL environments.
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FIGURE 3: LOCUS OF XBRL IN THE GENERALIZED FRAMEWORK
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“Traditional” XBRL validation refers to either validation
in compliance to a Document Type Definition (DTD) or
schema, called parsing, or validation against business rules
triggered by the document’s content, sometimes referred
to as application validation. Additionally, the software
engineering literature discusses validation in the sense of
validating program or object code. Transaction agents can
extend traditional validation activities in several ways. First,
agents can be used to implement constraint conditions in
legacy information systems.2 XML documents do not
provide methods for handling constraint conditions. In this
application of transaction agents, constraints are handled by
agents. The idea is that the constraint is a business rule
dictated by the legacy information system, such as a limit on
the number of items a purchase order can contain. Agents
can be created to break up a large purchase order into a
number of smaller orders that satisfy the legacy system’s
constraints.
Several standards for specifying business rules are under
development. One is IBM’s Business Rules Markup Language
(BRML). These standards provide metadata of business rules
and/or constraints that can be shared among agents for
validation purposes. Transaction agents can also be created
to access the validation data from both XML and businessrule sources to integrate those two validation steps. Another
standard for metadata is the Resource Description
Framework or RDF. RDFs are represented in XML
documents. They provide for specifying resources, resource
properties, and statements about the domain specified by the
resources and properties descriptions. RDF can be used to
define relationships among objects in its domain. Transaction agents can be used to validate that these relationships
exist. For example, an RDF could define an invoice as being
payable if a valid purchase order, receiving report, and
invoice exist. Agents can be designed to check the validity of
this relationship and then pass the invoice on for payment.
“Non-traditional” means of validation are those that do
not use parsing or application validation techniques. Agents
can be used in non-traditional validation to validate the
DTD itself, perhaps by secure communication with a trusted
third-party site. Another way that transaction agents can
be used in non-traditional validation is to exploit SAX
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application design patterns. There are two basic SAX design
patterns: filtered design and rule based design. In filtered
application designs, the application’s processes are viewed
as a sequence of filters applied to an XML document (see
Figure 4). A filter might remove tags or perform validation,
for example. Because SAX is implemented sequentially, it
does not have the capability to access different parts of an
XML document simultaneously. Agents and agent communities can be designed to overcome this limitation by keeping
track of control data across filters and across an XML
document. This can be done by designing agent filters that
can collect and pass data to the agent community that
continues its processing activities continuously and
autonomously (see Figure 5).
FIGURE 4: THE SIMPLE API FOR XML (SAX) PIPELINE PATTERN
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FIGURE 5: AGENT EXTENSION OF SAX PIPELINE PATTERN
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The other SAX application design pattern is known as
rule-based design. Rule-based applications consist of a series
of rules in the form event-condition-action. The XSL processing model is rule-based where the processing of a node
is the event, the condition is the instance of the node, and
the action is the corresponding template. A natural agent
application is to associate agent activities to the execution
of particular rules or sets of rules. Validation rules and rule
sets are one example (see Figure 6).
FIGURE 6: AGENT EXTENSION OF THE SAX RULE-BASED DESIGN
PATTERN
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Transaction agents can also provide non-validation activities in XBRL environments. For example, transaction agents
can be designed to find key words in XBRL documents and
trigger appropriate actions. They can also be designed to

monitor XBRL documents for trends. Finally, transaction
agents can combine financial data across firms and periods
to provide analytical data for control purposes.

IV. Application Level Transaction Agent
Activities: Implications For Continuous
Reporting And Continuous Assurance
Although we have concentrated the discussion in this
paper on agents in control systems and XBRL applications,
other implementations of transaction agents are possible.
One way of conceptualizing transaction agent systems is to
focus on the transaction-processing path itself. This is
probably more familiar to a traditional auditor. Agents can
be constructed to perform some of the usual audit activities
such as collecting data into system-control, audit-review
files. Here, the general ledger extensions to XBRL will be
important in cases where agents scan transactions for GL
tags to append to the review file. The community of agents
can be imagined conceptually to be a distributed artificial
intelligence application that implements auditor activities
and judgments into a software system. Over time, this system
will evolve both reactively as the conditions of the underlying system change and proactively to create structures that
better fit its objectives.
Perhaps one of the biggest areas for further research
in continuous auditing is the exploration and exploitation
of work in agent communities and ecologies. Most of the
business literature references to agents in accounting and
business focuses on implementations that feature a single
agent with simple sets of activities. Looking at references
to software agents and e-commerce usually gives the typical
Web bot or purchase bot example. There are references to
multi-agent systems, but few, if any, examples of implementations of such systems.
Peter Fingar is a notable exception to this rule, but his
thinking about agent communities is so strategic that it loses
its applicability in abstraction. He does surface, however, an
important strategic trend in agent technologies: agents that
can help us manage complexity and business organizations
are going to become more complex in the future. For
accountants, we can derive two lessons from this: 1) we
need to start to think about how software agents can help
us manage complexity in our environment, and 2) we need
to begin to consider agent communities rather than single
agents. This can be related to the continuous reporting and
continuous auditing context in the following way. Slack in a
system may help it to meet its design goals, although with
some corresponding inefficiencies. Changing environments

can force a system to become ineffective as its goals shift due
to these changes, despite the slack.
Such is the current state of external auditing that uses
time (the delay between period close and the issuance of the
audited statements) as its slack variable. As our environment
changes to demand that we meet the need for continuous
reporting, as evidenced, for example, by the Securities and
Exchange Commission’s reduction of the reporting cycle,
we must look for ways to audit the financial data that do not
require as much time. This leads naturally to continuous
auditing and the automation of the auditors agency deep
into the operational processing of the firm. Communities
of autonomous, intelligent agents interacting at the level of
transaction processing is one technology that may well
provide the benefits required by these new environmental
pressures and provide them in a cost-effective manner.
Another important consideration is the realization that an
agent community will only be implemented if it reduces risk
in a way that outperforms its cost structure. Seen in this way,
transaction agents are a continuous auditing technology that
are used to reduce risk at the transaction level. Finally, where
does XBRL GL fit in with this framework? XBRL provides
a standardized data representation that can be exploited by
agent technologies. To the extent that an agent community
can be built to represent a regime of internal controls at a
band of risk in a transaction-based system, designing it
based on XBRL will make it more portable to other transaction-based systems. This will lower its overall cost per system
and increase the likelihood that the development of the agent
community will have benefits exceeding its costs. In this
way, XBRL is one technology that helps enable continuous
auditing and, by extension, continuous reporting. Thinking
through this important area will give accountants, auditors,
regulators, and others, important insights into the creation
and meaning of systems of internal control.

V. Conclusion
This paper derived a model of software transaction
agents in e-commerce settings. The model defined a general
type of agent in financial transaction settings. This paper
incorporated the relevant internal control objectives from
the COSO and COBIT frameworks into the model to situate
it specifically in control and audit environments. A general
implementation of the model was then performed in XML
and XBRL business processing settings, with the internal
control implications drawn out. The paper highlighted areas
where agent technologies may be deployed in the control and
audit of e-commerce transaction applications, especially

TRANSACTION AGENTS IN E-COMMERCE, A GENERALIZED FRAMEWORK

49

where those applications have an XML or XBRL component.
The paper also pointed out the symmetry between systems
of internal control and agent communities. Finally, it encouraged further research into designing agent communities in
business control and audit environments.
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Abstract
The objective of the paper is to explore the issues and
opportunities associated with data level assurance services in
the new business-reporting environment. The paper presents
an overview of the terminology, technology, and background
associated with data level assurances. The paper also compares
new, business-information assurance to traditional financial
statement assurance. Finally, the paper reviews several
economic theories that have been used to explain the use
and value attached to business information. In particular, the
discussion includes implications for data level assurance from
the perspective of information economics, agency theory, and
transaction-cost economics. The intent is to identify research
implications that can be pursued by those interested in the
area.

I. Introduction
In his acceptance speech as Chairman of the American
Institute of Certified Public Accountants (AICPA), James G.
Castellano urged the profession to increase the CPA’s value
to all stakeholders by combining “the audit of historical
financial statements with a broad array of assurance services”
(Castellano 2002). The drive to expand and improve
assurance services has been a continuing theme in both
academic and practitioner literatures for well over a decade.
Declining demand for audit services in the1990s, maturity
of auditing markets, the commoditization of the audit,
sweeping changes in technology, and recent headlinegrabbing events involving Enron, Global Crossing, and
other audited but unaccountable businesses have prompted
the accounting profession to critically evaluate the value and
relevance of the traditional annual audit.
According to the AICPA Special Committee on
Assurance Services (SCAS), assurance refers to a broad
range of services above and beyond the traditional attest
function performed in rendering an opinion on financial
statements. According to the committee, auditing is a subset
of the attest function and attest function is a subset of
assurance services. Assurance services have been defined
by the committee as “independent professional services
that improve the quality of information, or its context, for
decision makers” (AICPA 1997b). ElderCare Services,
©2003

Performance View, SysTrust, and WebTrust were the first four
new services developed as additional services to be provided
by CPAs. Independence is the essential component of all
forms of assurance, both the traditional and new services.
The newer assurances, however, are expected to be less
structured than traditional services and involve more
“targeted” users and more specific information. Data level
assurances fall under this category.
The objective of this paper is to explore the issues and
opportunities associated with data level assurance services
in the new business-reporting environment. The first section
of the paper presents an overview of the terminology and
technology associated with data level assurances followed
by background information in the second section. The third
section of the paper discusses new business information
assurance to traditional financial statement assurance. In this
next section, the paper reviews several economic theories
that have been used to explain the use and value attached to
business information. In particular, the discussion includes
implications for data level assurance from the perspective of
information economics, agency theory, and transaction-cost
economics. The intent is to identify research implications
that can be pursued by those interested in the area.

II. Data Level Assurance: Terminology
and Technology
Data level information refers to less aggregated data
about a specific activity or a targeted area. Information
reported about sales separated from the income statements,
or customer satisfaction information separated from other
information, are examples of data level information that may
have value for investors and creditors. Traditional assurance
is on documents - information presented fairly, taken as a
whole. Information consumers are asking for assurances that
information presented outside of the safe environment of
a traditional financial statement, such as sales and earnings
per share figures listed on a web site in near real time, is
reliable for business decisions. Data level assurance is also
gaining attention because of the recent developments in
eXtensible Markup Language (XML) and eXtensible
Business Reporting Language (XBRL). For example, a
user may find weekly sales information for a company of
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interest when searching the Web. In determining the usefulness of this data level information, the user is faced with
several questions related to its value and integrity. Is the
original company the source of the document? What is the
reporting period? Is there any third-party assurance for this
sales information? If there is a third-party involvement, what
is the level of assurance?
It is anticipated that as businesses engage more in e-commerce trade, there may be increased demand for assurance
statements expressing varying levels of comfort related to
specific pieces of business information. Today’s assurance
is for documents and data presented with the perspective
of the financial statements taken as a whole. The potential
exists for tomorrow’s assurance services to be for data
stripped from traditional formats but presented with verifiable context in real- or near-real time. Harvey Pitt, former
Chairman of the SEC says “In my view, we need to supplement the static periodic disclosure model - that has long
served investors well, but in today’s world results in the
delivery of information that is often stale upon arrival, and
impenetrable to many of those who receive it. I believe we
need to move toward a dynamic model of current disclosure
of unquestionably material information,” (Pitt 2001).
Interestingly, the federal government’s increasing emphasis on security issues may serve as a catalyst driving greater
opportunities for third-party assurance services on information content and quality at the data level. In a press release,
the Government Electronics and Information Technology
Association (GEIA) announced that information assurance
is now affected by the Homeland Security Mission (GEIA
2002). According to the release, information assurance for
the Department of Defense (DoD), Civil Agencies, and
commercial market is expected to grow from $17.6 billion
in 2001 to $61.6 billion in 2006, with 90 percent of such
assurances coming from the commercial sector.
New and emerging technologies are expected to make
data level assurance feasible. In particular, XML, a new information communication technology tool that efficiently stores
and distributes business information on the Internet, makes
data level assurance a possibility. XML works on varied
computer applications, allowing for easy flow of business
information on the Web. Documents are highly portable
across applications and can be authenticated using digital
signatures and secured encryption. The benefits associated
with XML have been translated to business reporting
through eXtensible Business Reporting Language (XBRL).
“XBRL provides a common platform for critical business
reporting processes and improves the reliability and ease
of communicating financial data among users internal and
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external to the reporting enterprise” (www.XBRL.org). The
following simple illustration shows how XML code adds
context information that may have meaning for the users.
Example 1, shown in Panel A of Table 1, shows that rent
expense was $82. In this case, the advantage of XML is that
it provides context or meaning to the presented facts. In
XML (and XBRL), context is marked up with “tags” that
have special meaning to users. In Example #1 in Table 1, the
“tags” let the user know that the number “82” refers to $82
in rent expense rather than some other account and that the
number, 82, refers to currency rather than 82 miles per hour
or 82 items in the inventory.
In Example #2 of Panel B in Table 1, another illustration
is shown that compares ordinary information to the “metadata” (data describing data) made possible by “tags” in XML.
Presentation of the ordinary information provides basic
name and address facts but fails to provide any insight about
the particular role of the individual. In contrast, XML allows
presentation of context information. The “tags” inform the
reader that the individual listed has the “name,” Eric E.
Cohen, and his current role is that of “your speaker.”
Table 1
Panel A: Example #1
Information about rent
< rent expense>
<currency> USD </currency>
<amount> 82 </amount>
</rent expense>
Panel B: Example #2
Information about a speaker
Ordinary Information
Eric E. Cohen
123 Best Road
Rochester, New York 14678
1 716 123 4567

Metadata: information about
information in XML
<your_speaker>
<name>Eric E. Cohen</name>
<address>
<street>123 Best Road</street>
<city>Rochester</city>
<state>New York</state>
<zip_code>14678</zip_code>
</address>
<telephone> 1716 123 4567</telephone>
</your speaker>
This is an example of standardized
format/metadata.

In both of these previously discussed examples, the reader
can easily understand the meaning of tags such as name,
address, currency, and rent expense. In the realm of business
reporting, on the other hand, a considerable amount of effort
has been spent developing specifications for particular tag
names. Tag names in an XML document can be associated
with different specifications using a mechanism called namespaces that associates specific tag names with the source
of such tags. The tag names provide important context
information and the specifications for each industry. To
ensure that tag names within XBRL documents are used

consistently, for example, namespaces are indicated within a
taxonomy file using the targetNamespace. The namespaces
only point to the taxonomy/schema. The namespace is
meaningless without the related taxonomy; the namespace
is only a pointer between the concepts in the instance
document and the definition of that item in the schema.
In XBRL terminology for example, an element name may
be “nonCurrent
Assets.propertyPlantAndEquipmentNet” describing noncurrent assets as part of net property, plant, and equipment
(http://www.xbrl.org/resourcecenter/specifications.asp?sid=
22)1. In addition, the word, instance has special meaning in
the vocabulary of XBRL.“An XBRL instance is an XML document containing XBRL elements that together constitute
one or more statements. The financial statements of IBM,
expressed in XBRL, would be an instance” (http://www.xbrl.
org/resourcecenter/specifications.asp?sid=22).
As shown in Table 2, data level assurance services can
provide answers to users related to authorization, authentication, context, and other characteristics of facts and information. Data level assurance may also include assurances at the
account level. The consumer of information may want some
level of comfort when dealing with management’s assertions
with regard to specific accounts. Account-level assurance
would be appropriate if the user in dealing with management’s assertions needs assurance whether or not items
have been coded to the “right” general ledger account (e.g.,
vendor, bank). The international business potentially adds
an additional level of complexity to data level assurance that
is being addressed by the XBRL community. In cases where
there are different account classifications because of different
meanings between countries, there would be a need for a
translator tool such as XBRL Reference Tool (http://xbrl.
emporia.edu/ 2002-2003 XBRL International Academic
Competition project). In such a case, assurances on a data
level could possibly provide the user with some level of comfort about the meaning of specific account classifications.
Table 2
Data level assurance is to provide variable comfort (opinion statement) that
• Appropriate authorization and authentication is assured – authorized data from
reliable source
• Reader has necessary context for understanding data item(s) – is the data
meaningful to the reader
• No obvious inconsistencies between tags and textual items (machine and
human-readable identification) exists
• Content of tag and tag of content make sense
• Appropriate controls between instances and referred-to schemas are in place
And technology that makes that assurance is portable after transformation of the
original data item.
(Source: Eric E. Cohen, Data Level Assurance, IMA Anuual Conference, June 25,
2002)

With information proliferating on the web, Jeffrey (2002)
suggests that there is a need for development of metadata
(data describing data) to solve issues of data quality, query
quality, answer quality, and integration of heterogeneous
sources (Jeffrey 2002). The metadata approach results in
benefits because it provides reference points for validation
through schema and constraints for online help and translation. Metadata as a schema is helpful since it serves as
domain taxonomy (ontology) information against which
facts can be evaluated to assess quality (Jeffrey 2002). There
are various groups working on making XML-based data
more reliable for decision makers to use. For example, the
OASIS Security Services Technical Committee (SSTC) is
working on the XML-based Security Assertion Markup
Language (SAML) to develop standards for exchanging
authentication and authorization of XML (or XBRL) information (Cover 2002). SAML is primarily for business-tobusiness (B2B) information exchange rather than focusing
on various data-quality issues faced by anonymous data
searchers looking for financial information on the Internet.
SAML’s efforts to develop standards are expected to be
relevant to users who need to be authenticated to the supply
chain and/or individuals who are filing official documents to
certain tax or regulatory authorities. Another example is the
NASDAQ project which illustrates the use of Web services to
deliver XBRL data to a spreadsheet or any other tool to be
analyzed by investors or other users (www.nasdaq.com/xbrlws).

III. Background
The rapid pace of business change combined with
technological capability has created interest in the related
concepts of continuous reporting (CR) and continuous
assurance (CA). In this paper continuous, in contrast to
periodic, reporting refers to more frequent reporting and
disclosing of business information (e.g., real or near-real
time, daily, weekly, or monthly basis). Some researchers
(Alles Kogan and Vasarhelyi, 2001) have predicted that
future reporting will occur so frequently as to make it
near continuous. The concept of frequent reporting of
operational measures within a company, however, is not
necessarily a new phenomenon. Many companies already
have systems that provide near continuous information
about key operational indicators. The concept of CR usually
refers to the ongoing disclosure of both financial and nonfinancial information to external parties such as investors,
creditors, and regulators.

1 Although the name can be indicative of the hierarchy and the meaning, it is anything by the rule. Reading the human readable labels and definitions and
evaluating the underlying authoritative references can only discern the true meaning of what an element is.
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Continuous assurance (CA) providing assurances much
more frequently would seem to be a logical companion to
continuous reporting. Continuous auditing, as a foundation
for continuous assurance, was the topic of a research report
developed by the Canadian Institute of Chartered Accountants (CICA) and the AICPA (CICA and AICPA 1999). The
report indicates that the word audit implies “The highest
level of assurance regardless of subject matter” with
continuous auditing defined as:
“…a methodology that enables independent auditors to
provide written assurance on a subject matter using a series
of auditors’ reports issued simultaneously with, or a short
period of time after, the occurrence of events underlying
the subject matter.”(p. 5)
Continuous auditing, as well as continuous assurance,
have been discussed in a number of recent articles (Alles,
Kogan, and Vasarhelyi 2002; Elliott 2002; Rezaee, Elam,
and Sharbatoghlie 2001; Rezaee, Sharbatoghlie, Elam, and
McMickle 2002; Wright 2002). While some authors have
suggested that the demand for continuous assurance is not a
foregone conclusion (Alles et al. 2002), others have suggested
that assurance services will be valued by a wide variety of
decision-makers (Elliott 2002). Much of the research today
on continuous auditing has focused on the benefits of real
time monitoring of business processes, not the third-party,
continuous assurance (CA) services. There is some evidence
that internal auditors use CA techniques to meet their purposes and to provide feedback to management, one step
from the monitoring and control function (Vasarhelyi,
Halper 1991). Finally, external auditors (depending upon
intrepretation of the Sarbanes-Oxley Act) may use CA for
a series of triggers and alarms that identify issues that need
to be dealt with immediately rather than wait until year endor interim-scheduled work.
In absence of government or political influence, for CA to
become an economically viable service, however, the benefits
must exceed costs and someone must be willing to pay for
the service. Yet, it is not clear that demand for either CR or
CA will be high for virtually all types of business information and every type of business. Since cost-benefit considerations are also expected to drive the CR decision, companies
may limit their continuous disclosure to several key financial
and non-financial indicators. To the extent that CR does take
the form of data level or account disclosure, the assurance
will be at the data level or account level. Providing assurances on a data level represents a significant change from
the traditional attest perspective of rendering an opinion
on financial statements as a whole.
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In Continuous Auditing (CICA and AICPA 1999),
representatives of the accounting professions of Canada and
the United States seem to suggest that, in the near term, the
subject matter for continuous auditing will be focused on
“routine, hard data that is easily interpreted or measurable”
(p. 12). The report predicts that automation may eventually
allow continuous auditing of items that today require a great
deal of judgement and are considered non-routine and
difficult to audit on a continuous basis.

IV. New Business Assurance Services
Labor-intensive manual tasks, such as footing and crossfooting, are now obsolete or can be completed quickly and
efficiently through software. Audit software packages have
also been used to facilitate sample selection, recalculation,
confirmation generation, and a host of other audit tasks.
Fortunately, technology has been a catalyst behind many
positive improvements and efficiencies in the audit process.
For example, audit software packages such as ACL, IDEA,
and firm-developed audit tools, have allowed auditors to
computerize many clerical tasks (Bierstaker, Burnaby, and
Thibodeau 2001; Glover and Romney 1998; Helms 2002;
Kanter 2001; Lanza 1998). Standardization is also critical
and has been emphasized by the profession as an important
factor in accomplishing the six pillars in the AICPA/CICA
study (CICA and AICPA 1999) required to move forward
with timely audit reports. The move toward increased
standardization may help to maximize the productivity
associated with use of auditing software. IDEA and ACL
both become easier to use when standardized formats/
metadata tags are available so the auditor can more easily get
at the data. Use of IDEA and ACL, along with standardized
formats and tags allows more tasks to be automated and
makes data more transparent to the auditor.
In a digital age, paper-based documents have increasingly
been replaced with electronic equivalents, but electronic
audit trails have not matured to match. Whereas in a paperbased environment the auditor can examine source documents, journal entries, and ledgers that are available long
after the fact, electronic documents may not exist after the
transaction has been completed. Often, the traditional,
paper-based “audit trail” does not exist, making substantive
audit techniques less relevant.
To accommodate the shift from paper to electronic evidence, the profession saw the need to focus more attention
on the internal controls. In “The Information Technology
Age: Evidential Matter in the Electronic Environment
(AICPA 1997a), the authors state: “The competence of
electronic evidence usually depends on the effectiveness

of internal control over its validity and completeness.” The
pervasiveness of electronic evidence means that auditors
may no longer rely heavily on substantive testing to reduce
detection risk. Instead, the auditor needs to develop a better
understanding of the client’s business and conduct tests of
systems controls such as passwords, firewalls, and other
systems controls. (Helms and Mancino 1998).
The additional demands of Sarbanes-Oxley on internal
controls, not only for accounting systems but also for financial reporting, may lead to the need for new, more automated
processes for most SEC filers. For example, a user may access
information on a Web site that reports company sales figure
in near-real time. If the sales information is updated by
hand or compiled manually from multiple sources within
the organization, no automated process is readily available
to support automated assurance. Whereas manual systems
may be examined for traditional assurance services, the
availability of reliable automated systems is an important
prerequisite for continuous data level assurance.
If, on the other hand, the sales figure is automatically
supplied from reliable systems, the continuous auditor can
begin to apply audit agents full-time computerized tools to
collect information from many internal and external sources.
These data sources may include XBRL GL and other XML
derivative transactions, news sources, and representations
of events related to loans and other covenantal relationships.
The auditor can then maintain control totals that can be
compared with reported totals at any point in time.
Exception reports can be created and variances pursued
and explained or otherwise reconciled.
To facilitate data level assurance, reported totals would
need to be provided in a format that is machine-readable,
discoverable, and consistent. The technology associated with
XBRL aids this process by specifying that certain defining
information must accompany business-reporting facts.
Users may be interested in having their questions answered
that related to almost any piece of business reporting
information. Potential questions include the following:
1. Who is the entity being reported upon?
2. Do these facts represent the actual reported-upon
facts, budget information, forecast information, or
some other scenario?
3. For what period of time (or as of what time) do the
facts relate?
4. What unit of measure (dollars or Euros, square
footage or head count) is each fact measured in?

XBRL also aids the assurance process by establishing
agreed-upon sets of tags, which surround business facts
providing the context needed for the user to understand the
presented fact. These sets of tags are published by the XBRL
International consortium, its jurisdictions, industry groups,
companies, and individuals. As a consequence, data level
assurance may involve a series of questions about the tags
themselves. Users may want to know if the facts are from
an established organization and if they make sense in the
context of the particular company.
The paper-paradigm suggests that users need all of the
information in a financial statement to make appropriate
decisions. If users decide to extract and look at any one
piece of information, it becomes critically important to link
that fact to any directly related information. For example, the
inventory valuation method would need to be linked to facts
about inventory value.
As we move from the paper paradigm toward Webenabled dissemination of data, it becomes increasingly
critical for users to know the source of any facts and statements presented on a corporate web site, in a news release,
on an analyst’s Web site or in a third party repository. Understanding the source of information is necessary to allow the
user to judge the quality of a particular piece of information.
Fortunately, technology provides a potential solution.
Emerging tools from the World Wide Web Consortium give
management, external auditors and analysts the capability to
provide electronic signatures that accompany the documents
wherever they may be found. Electronic signatures may ease
consumer concern about whether or not the document or
fact accurately portrays the representations and assertions
of management.
Lastly, questions may arise related to the credentials,
reputation, and background of organizations providing
third-party assurance. Users may want to know the reputation of the assuror and whether the assurance actually
relates to a particular set of facts. Given the background
and reputation of the assuror, the user may want to know
if the assurance can be trusted and if it matters. Numerous
efforts are under way to evaluate how the market will react
and how the accounting profession will be able to fulfill
these challenges. Current pronouncements related to supplementary materials, agreed-upon procedures, and electronic
versions of existing documents fall short in meeting the
needs of the new assurance.
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V. Data Level Assurances and Information
Economics
For decades, researchers have tried to use one or more
economic theories to explain how organizations and
individuals use and value business information. One of the
normative frameworks that have been used in accounting
research is information economics (Demski 1980; Demski
and Feltham 1976; Feltham 1972; Feltham and Xie 1994).
Information economics suggests decision-makers value
information to the extent that it reduces uncertainty and
allows them to make better decisions. Prior to selecting a
course of action, the decision-maker has the option to obtain
information about alternative outcomes that may occur.
The information provides the decision-maker with a “signal”
about the probabilities associated with alternative states of
nature. In terms of information economics terminology,
alternative outcomes are called states of nature. For example,
states of nature can include conditions about the weather,
the economy, and the performance of a given company or
some other future uncertain outcome.
Information only has potential value if it allows the decision-maker to revise his or her beliefs about the probabilities
of the salient state of nature in time to select the course of
action that maximize expected utility. Not all signals about
states of nature have value. If the information about a particular state does not cause a change in the course of action
selected, then that particular signal is perceived to have no
use for that particular decision-maker and decision. For
example, a “signal” about the weather may be very helpful
for a business planning an outdoor concert or a business
that provides refreshments on the beach but has no value
for someone trying to decide whether to invest in a given
stock. Timely weather information would be important for
a business that relies on good weather to plan its purchases
and other commitments, but the same signal provides no
guidance for the decision-maker interested in selecting a
stock. A potentially valuable signal can also lose usefulness
if it is not timely. For example, assume a refreshment-stand
owner has made commitments to purchase a certain level of
perishable product and will be unable to cancel the order or
take any other corrective action if the weather turns stormy.
In that instance, the signal about the weather is not important since it cannot cause a change in the decision-maker’s
actions. Taken together, information economics suggests
that the value of information is a function of the decision,
the decision-maker, and potential signals. Timeliness is
critical since information that arrives too late to make a
difference is virtually worthless.
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Unlike classical economic theory that assumes costless
and perfect information, in the real world information is
neither free nor perfect. The decision to obtain information
means that the decision-maker will incur costs in terms of
time, effort, and money. As a consequence, the decisionmaker is expected to consider the costs associated with
gathering more information. In particular, information
economics suggests that the decision-maker will compare
the expected utility with and without the additional information. In terms of CA, one prominent issue centers on the
feasibility of providing the services on a cost-effective basis.
As previously discussed, CPAs have been successful in
harnessing technology to improve the auditing process.
Previous research (Kogan, Sudit, and Vasarhelyi 1999)
suggests that “many technological hurdles in the way of
continuous online auditing are likely to be overcome in the
near future.” For example, technologies such as XBRL make
it easier to share business reporting information among
managers, audit committee members, and other external
parties, such as creditors, investor, and regulators. The
advantage of XBRL relates to its ability to allow information
from various sources to be distributed over the Internet and
between applications in a quick, cost-effective manner.
To date, there have been few published research reports
on applications of CR and CA, (O’Donnell and David 2000).
Previous studies have examined continuous auditing of
database applications (Groomer and Murthy 1989) and a
continuous auditing application at AT&T Bell Laboratories
(Vasarhelyi and Halper 1991). More recently, accounting
researchers (Woodroof and Searcy 2001) have demonstrated
the feasibility of continuously monitoring debt covenant
compliance through the use of digital agents and alarm
triggers.
Research Implication #1: Information economics suggests
that demand for continuous reporting and data level assurance will not be uniformly high for all elements of business
reporting for all timeframes. Demand for CR and CA is
expected to be a function of the needs of the decision maker,
the types of decision that need to be made and the ability
of particular signals to help specific decision-making
processes. For example, daily reporting of sales may be
very informative while daily disclosure of certain committed
fixed expenses may have no information value. Frequent and
reliable sales “signals” may help to reduce uncertainty about
future profitability for companies with frequent and unexplained fluctuation in sales. In contrast, in all likelihood
the potential information content associated with frequent
updates of the property tax bill or depreciation would tend
to be low. Neither of these committed, fixed costs would be

expected to change drastically over a short term. To provide
data level assurance services, future research may specifically
examine which elements of business reporting are considered most valuable by decision-makers in various settings
and how frequently the markets need such information to
be disclosed. Researchers may also seek to apply this theory
in the context of statutory reporting. Studies could be
conducted to examine the information content of specific
XBRL data submitted by the member firms to the FDIC.
Information economics would suggest that some pieces of
information may have greater information content and value
than others. Such research can be conducted through field
studies, survey instruments, and model building.

VI. Data Level Assurances and Agency
Theory
Agency theory provides a framework for exploring the
nature of contracting and the role of information in mitigating the uncertainty that results when owners need to hire
self-interested individuals to accomplish the work of the
firm (Jensen and Meckling 1976). Since the owner cannot
directly observe the level of employee effort, accounting data
has played a major role in determining compensation and
rewards for managers and other employees. Agency theory
defines the principal as the owner and/or stockholder with
top management being the agent. The owner delegates decision-making to top management who then act as principals
in hiring lower level employees such as divisional management. The basic concept is that one party (the principal)
needs to hire another party (the agent) but is unable to
monitor the employee’s (agent’s) performance. The inability
to monitor performance causes problems (agency costs)
since the principal and agent have different perspectives
with the agent being both effort- and risk-averse. Essentially,
the employee will be interested in maximizing compensation
while minimizing personal costs such as time, knowledge
and effort. Without proper incentives, employees will act
in their own best interests by making decisions that maximize personal compensation, perhaps at the expense of the
company. To discourage shirking and other self-serving
actions by the employee, the company designs incentives
that carefully introduce an element of risk into the compensation plan. As a consequence, compensation plans may
include bonuses based on both financial and non-financial
measures and include other inducements to encourage the
effort- and risk-averse agent to work hard and make decisions that increase the company’s value for the owners.
Principals decide to spend money on information in
an attempt to monitor the agent’s actions in order to see how

the given employee contributed to firm value. Monitoring
the agent’s effort is a key objective of the information system
since the employee is considered self-interested with goals
that may not be congruent with the owners. Agency theorists
are careful to emphasize that the principal’s interest in
accounting measures is not for the inherent value of the
measures, per se, but rather for what they indicate about
the effort level of the employee. If the principal had perfect
knowledge about the actions of the agent, then the agent
would be compensated based on effort.
Previous researchers (Kogan et al. 1999) have proposed
agency theory as a meaningful framework for examining
the benefits of continuous auditing and have suggested that
more frequent reporting may have a number of benefits
including a reduction of agency costs. The authors also suggest that high frequency audits may increase the reliability of
measures to such an extent that “…the audits of outcomes is
more meaningful, and the audit of actions is not as important”(p. 96). According to Kogan et al (1999) “the demand
for continuous auditing may be higher when moral hazard
or information asymmetry is strong, monitoring is cheap,
risk sharing is expensive and agency costs are high”(p.97).
In addition to providing some theoretical justification
for increasing the frequency of reporting, agency theory also
provides some guidance related to the subject matter. In
particular, prior agency theory models (Banker, Datar, and
Srikant 1989; Feltham and Xie 1994; Holmstrom 1979) suggest that the informativeness of any potential measure must
be considered in designing a system to monitor performance. In the framework of agency theory, the informativeness
principle refers to the ability of a measure or combination of
measures to provide meaningful insight about the employee’s
actions and contribution to company value. In selecting
which performance metrics to track in a continuous reporting environment, prior agency theory research suggests
that more information is not always better (Jacobides, and
Croson 2001). According to Jacobides and Croson (2001),
tracking more measures under certain conditions may lead
to lower value, and “overemphasis on highly visible behaviors” can be counter-productive (Kerr 1975). The reduction
in value is a function of a variety of factors including noisy
measures, poor alignment of measures, and the incentive
plan. For example, assume a company’s strategy is to increase
unit volume and the owners decide to track performance on
a highly visible and easy-to-track metric, sales dollars. In
a market with rising prices, sales dollar increases may mask
a decrease in unit volume and a decline in profitability.
Nevertheless, managers will have the incentive to work
toward improving sales dollars without regard to volume
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and costs. Given these circumstances, the owners may find
that data level reporting and/or assurance on sales dollars
leads to lower value for the firm as a whole.
On the surface, it would seem that managers should only
be held responsible for decisions over which they have some
control. In responsibility accounting terms, this is referred
to as the controllability principle. Strict adherence to the
controllability principle would suggest that a cost center
manager only be held responsible for costs over which he or
she has control. Agency theory, on the other hand, suggests
that measures that are outside of the control of the manager
may nevertheless be very “informative” about performance
(Antle and Demski 1988). According to the Antle and
Demski (1988), measures do not need to be controllable by
the employee to be valuable for performance evaluation. For
example, to the extent that industry benchmark information
is available, reliable, and comparable, a company may choose
to forego in-depth internal monitoring of employees. The
industry information could provide a benchmark against
which employee’s performance may be evaluated.
Research Implication # 2: In addition, guiding research
about high frequency audits per se, agency theory may also
be helpful in understanding demand for data level assurance.
Analogous to information economics, agency theory suggests that demand may not be equally high for all elements
of business reporting.
Future research may seek to evaluate the market for
industry-wide performance measures “certified” by third
parties. Research may demonstrate that the “informativeness” of broad performance indices varies with the industry.
For example, customer satisfaction among computer buyers
may be quite comparable across the various computer manufacturers. Similarly, a metric such as on-time performance
seems relatively comparable across the airline industry.
Research questions abound about the ability of technologies such as XBRL, to bring efficiency in production and
distribution of business information facilitating the use of
data level reporting to monitor agents. At this stage, it is
unclear if and how the cost of monitoring the agent will be
reduced. Besides having the potential to reduce costs associated with internally developed information, efficiencies
driven by technology may also affect the internal and
external assurance functions. Research may be needed to
evaluate the costs and benefits of the various technology
solutions available to both internal and external auditors. For
assurance services’ clients, technology may make reporting
and assurance on a data level less costly and more attractive
for monitoring the agents effort. Data level assurance or
assurance at the account level on XML based or XBRL
information may provide assurances on a targeted activity
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or responsibility. Answering these questions is left to future
research studies.
Widespread concern about the inappropriate performance measures and perceived lack of relevance of financial
measures led a number of businesses to adopt some form of
a Balanced Scorecard (Kaplan and Norton 1996 and 2000)
for evaluating employees. The essence of the Balanced
Scorecard is that multiple measures, including many nonfinancial metrics are needed to link employee’s actions to
increases in firm value. Future research may survey decisionmakers on their perceptions of the quality of various nonfinancial measures and their willingness to pay for assurance
on certain metrics. For example, if customer satisfaction data
is considered a critical success factor for a given industry,
there may be demand for third-party, data level assurance
of its measure.

VII. Data Level Assurances and
Transaction Cost Theory
Similar to agency theory, transaction cost economics
(TCE) focuses on contracting, self-interest, and goal incongruence. Both theories provide a theoretical framework for
researchers interested in exploring the value of monitoring
systems as a control mechanism. While both theories
examine mechanisms to reduce opportunism, the unit of
analysis (Williamson 1975 and 1991) in TCE is the economic
exchange or transaction. According to TCE, situations may
arise in which a partner to a transaction may be able to
take advantage of another. For example, a supplier may take
advantage of a contractually committed buyer by providing
a lower quality of service knowing that the buyer has limited
options (Noordewier, John, and Nevin 1990). With its focus
on transactions and the exchange relationship, the literature
on TCE provides a rich background for accounting
researchers interested in investigating continuous reporting
and data level assurance as control mechanisms in the
supply chain.
The theoretical underpinnings of TCE are traceable back
to Ronald Coase’s,“The Nature of the Firm” (1937). In this
seminal work, Coase proposed that firms and markets are
alternative ways to organize economic activity in the interest
of minimizing transaction costs. According to Coase, firms
exist when the cost of conducting economic activity in the
market is more costly than the cost would be in a firm setting. In economic terms, firms versus markets are alternative
governance structures. In certain circumstances, supply and
demand are governed or controlled more cost effectively
by the pricing mechanism in markets. In others, supply and
demand requirements are controlled with lower costs within
the boundaries of the firm.

More than thirty years later, Coase’s propositions were
expanded upon by explicitly considering how the behavioral
attributes of the decision-maker and nature of the economic
exchange affect transaction costs (Williamson 1975, 1985,
and 1991). Two attributes of the decision-maker that
Williamson discusses as it relates to transactions are bounded
rationality and opportunism. Bounded rationality (Simon
1957) is the construct that humans attempt to make rational
decisions but have limited information processing capabilities. The TCE implication is that decision-makers cannot
possibly consider all aspects of complex transactions when
making decisions about trading partners. Opportunism, or
“self-seeking with guile” (Williamson 1985, p.47) is another
behavioral attribute that suggests that some parties to a
transaction may behave in a self-serving manner.
Williamson also suggests that asset specificity is an
important aspect of transactions that, along with the behavioral attributes of the decision-maker, affect transaction
costs (Williamson 1985, p. 202-207). Asset specificity refers
to the extent that a transaction involves specific investments
that are highly valuable in the context of the trading relationship but have low value otherwise. Specific investments, a
type of sunk cost, create problems by making it costly for
trading partners to abandon the relationship (Heide and John
1990). According to Williamson (1991) asset specificity can
take a variety of forms including expenditures on physical
assets, dedicated equipment and specialized training.
Previous empirical research has sought to examine the
relationship between factors such as asset specificity and
various control devices (Anderson and Weitz 1992; Heide
and John 1990; Stump and Heide 1996). For accounting
researchers, research dealing with monitoring (Stump &
Heide, 1996) and qualification of suppliers (Heide and John,
1990) may provide a relevant perspective for examining the
benefits of continuous reporting and data level assurance
for trading partners. In a study of chemical manufacturers,
Stump and Heide (1996) found that certain contextual
factors influence the decision to track the performance of
suppliers. In particular, the study found that monitoring is
less likely to occur when performance of the supplier is difficult to measure. The accounting implication of this finding
is that demand for continuous reporting and data level
assurance may be highest for industries and situations that
have well-defined performance standards, or when the data
is more transactional in nature, as opposed to needing to
deal with rapidly changing market values.
The study also provides some evidence of the relationship between ex ante control measures, such as evaluating
the qualifications of the supplier and monitoring. TCE

suggests that ex ante control mechanisms may need to be
supplemented with ex post devices such as monitoring
(Williamson 1994). In terms of ex ante control devices,
Stump and Heide differentiate between efforts to evaluate
supplier ability and motivation. Whereas evaluating ability
involves gathering information about supplier skills, evaluating motivation involves gathering information about supplier
philosophy and benevolence. In terms of ex ante supplier
evaluation, a positive relationship was only found between
efforts to evaluate supplier ability and monitoring. A marginally significant and negative relationship was found
between ex ante efforts to determine supplier motivation
and monitoring. Although the authors suggest that measurement problems with the motivation variable may account
for the findings, the results may also indicate that there is a
missing variable such as trust that mitigates the need for
monitoring. Although the formal transaction cost framework (Williamson 1993) discounts the explanatory value of
trust, others researchers have sought to add the construct of
trust to the theory (Nooteboom, Berger, and Noorderhaven
1997). In terms of the demand for monitoring in supply
chain relationships, accounting researchers (Alles et al.
2002) have suggested that trust may substitute for extensive
monitoring.
Research implication #3: Transaction cost economics
and extensions that include trust would seem to provide
meaningful frameworks for examining the demand for continuous reporting and data level assurance in the supply
chain. Researchers may ask how the availability of XBRL
information affects the relationship between parties in the
supply chain. By facilitating continuous reporting, XBRL
may allow trading partners to develop mutual trust more
rapidly. On the other hand, faster, more frequent, and easyto-use data may reduce the need for third party assurance
on that reported information. Researchers may conduct
experiments to investigate the relationship between demand
for continuous reporting and factors such as trust, asset
specificity, uncertainty, transaction frequency, and ex ante
control mechanisms. Previous studies of TCE have used a
variety of methods including mail surveys, use of secondary
data sources, and experimentation to study the factors that
affect the supply chain. Since continuous reporting and data
level assurance are in the earliest stages of development
(Kogan et al. 1999), it may be helpful for accounting
researchers to join forces with experts in marketing and
economics and conduct basic market research to further
examine the determinants of demand for continuous
reporting. Lastly, research could investigate the possible
negative effects of continuous assurance on the perceived
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independence of the third-party assurers. To the extent that
the assurer obtains substantial fees and becomes intricately
involved in the operations of the firm, independence may
be jeopardized.

VIII. Limitations
This paper sought to explore issues associated with
data level assurance as a new type of assurance services.
To that end, the paper presents an overview of the current
terminology and technology in this area. Since data level
reporting and assurance are evolving areas in accounting,
issues discussed in this paper reflect the authors’ current
thinking on the topics.
In terms of economic theories, this paper did not intend
to serve as an exhaustive treatment of economic theory
interacting with data level assurance. In addition, although
each theory was discussed separately to emphasize unique
contributions, there are similarities among all three theories
regarding the value of information and data level assurance.
For example, cost-benefit considerations are essential to
understanding the predictions of all three theories.

IX. Conclusions
By exploring the issues and opportunities associated
with data level assurance as a new type of business assurance
service, this paper hopes to stimulate further research in
the area. The suggestion of this paper is that established
economic theories may provide a valuable perspective for
interested academic researchers. Information economics
highlights the importance of timeliness and also suggests
that information is only valuable if it reduces uncertainty
and facilitates better decision making. In addition to guiding
research about high frequency audits (Kogan et al. 1999),
agency theory suggests that demand may not be uniformly
high for continuous reporting of all elements of business
reporting. The informativeness principle in agency theory
(Holmstrom 1979) indicates that the value of a given measure depends on its ability to provide information about the
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employee’s contribution to firm value. Agency theory
also suggests that more information is not always better
(Jacobides and Croson 2001; Kerr 1975) and performance
measures do not necessarily need to be under the control
of the employee to provide effective incentives (Antle and
Demski 1988). This last suggestion has implications for the
demand for continuous reporting and assurance as it relates
to industry benchmark information.
Accounting researchers have suggested that monitoring
of inventory information may be beneficial for trading
partners (CICA and AICPA 1999; Hunton 2002). XBRL
GL as a standardized format for exchanging inventory and
sales transaction representations may help meet this need.
Transaction cost economics would seems to provide a meaningful framework for evaluating the demand for continuous
reporting and assurance on inventory and other items that
are critical to supply chain management. Transaction cost
economics suggests that monitoring has value even when
the buyer has pre-qualified the supplier’s abilities (Stump
and Heide, 1996; Williamson 1994).
It has been said that “Continuous assurance … is only
a matter of time, because continuous reporting is only a
matter of time” (Elliot 2002, p. 146). Academics can provide
valuable insight to the accounting profession by researching
the factors that affect the feasibility of new assurance
services such as data level assurance.
FIGURE 1: EVOLUTION OF NEW ASSURANCE SERVICES
Source: Derived from www.aicpa.org/assurance/about/comstud/
defncom.htm
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